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Résumé — La recherche sur les systémes distribués a connu récemment un intérét crois-
sant pour les applications pour un environnent mobile, c¢’est-a-dire les algorithmes distribués
déployés dans des réseaux dynamiques et sans fil. Cependant, la conception de ses systemes
présentent de nouveaux défis en raison de leurs topologies variables dans le temps, qui peuvent
compromettre la performance et la stireté des algorithmes distribués. L’objectif principal de
ce travail est d’établir différentes manieres d’étudier de tels systémes via I’émulation et la
simulation, et de proposer quelques stratégies pour déployer des applications en environnent
mobile. Nous avons évalué différents paradigmes de flux de données, tels que le stockage
distribué multi-nceuds, I’ordonnancement de taches de calcul sur plusieurs noeuds, le controéle
décentralisé des essaims de drones et 1’équilibrage de la charge de données.

Nous avons adopté une approche quantitative comme méthodologie de base, en utilisant la
simulation et I’émulation pour collecter les données a analyser. Bien qu’il existe de nombreux
simulateurs discrets dans 1’état de l'art, aucun n’était adapté a I’émulation des systemes
répartis sur des réseaux mobile ad hoc. Certaines caractéristiques importantes manquaient,
telles qu’un environnement de déploiement émulé & grande échelle ot les prototypes coexistent
avec les applications réelles et davantage d’options de contrdle de la mobilité. Ce travail
propose MACE, un environnent qui permet 1’émulation d’applications mobiles distribuées
dans un environnement virtuel de sorte que les scénarios et les topologies composés par les
noeuds mobiles sans fil peuvent étre facilement modifiés. Comme I’émulation exige que les
tests s’exécutent comme les vrais systémes, le besoin d’un simulateur rapide s’est fait sentir.
Nous avons donc congu, mis en ceuvre et validé un modele fluide qui simule le flux de trafic
dans les réseaux mobiles ad hoc. Avec ce modele, nous avons finalement mis en ceuvre un outil
de simulation qui permet une analyse rapide des algorithmes et des parameétres et qui peut
potentiellement étre intégré dans des nceuds contraints pour une réévaluation de la mission
en temps d’exécution. Le modele fluide peut s’adapter & de grandes topologies avec des
centaines de nceuds et peut réaliser des expériences en exécutant des charges de travail sous
contrainte avec un temps de simulation plus court que ’horizon temporel de I’émulation. Il
peut également étre configuré avec des files d’attente de réseau limitées et non limitées, utiliser
des modeles de mobilité et des lois de controle mixtes, et modéliser différentes applications
fonctionnant dans la couche d’application avec injection de trafic synthétique. En étudiant
différentes lois de contrble, nous pouvons réduire la probabilité de partitions durables du
réseau et améliorer ’équilibre du trafic pour réduire la formation de goulots d’étranglement
qui entravent les performances de ’application.

Notre travail englobe également la proposition de certaines applications liées au domaine
de la gestion du trafic des systémes d’aéronefs sans pilote (de l’anglais Unmanned Aircraft
System Traffic Management, UTM), telles que des algorithmes optimisés pour la bordure
du réseau des essaims de drones qui peuvent étre potentiellement utilisés pour les systemes
distribués de détection et d’anti-collision UTM. En outre, nous proposons également une ar-
chitecture de suivi de position distribuée pour ’espace aérien a tres basse altitude en utilisant
la réplication, ol nous avons pu mesurer de faibles latences de bout en bout méme avec un
nombre élevé de répliques.

Mots clés : systémes distribués, systémes cyber-physiques, modele fluide, simulation,
émulation, systémes critiques, utm
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Abstract — The research field in distributed systems has witnessed a recent growing interest
in wireless mobile distributed computing, i.e. distributed algorithms deployed in dynamic
networks. Such systems introduce new challenges due to their time-varying topologies, which
hinder the performance and safety guarantees of algorithms that are fundamental building
blocks of more complex distributed algorithms. The main focus of this work is to establish
different ways to study such systems via emulation and simulation and to propose some
techniques to deploy applications in dynamic networks. We evaluated different data flow
paradigms, such as many-to-many distributed storage, one-many computational offloading,
and many-to-many decentralized swarm control and data load-balancing.

We adopted the quantitative approach as a cornerstone methodology, using simulation
and emulation to collect data for analysis. Even though there are many discrete simulators in
the state-of-the-art, there was a gap for emulation tools applied to mobile ad hoc computing.
Some important features were missing, such as a full-scale emulated deployment environment
where prototypes coexist with off-the-shelf applications and more options for mobility control.
This work proposes MACE, a framework that enables the emulation of mobile distributed
applications in a virtual environment so that the scenarios and topologies composed by mobile
wireless nodes can be easily modified. Since emulation requires that the tests run in wall time,
the need for a fast simulator arose. Therefore, we designed, implemented and validated a
fluid model that simulates traffic flow in mobile ad hoc networks. With this model, we finally
implemented a simulation tool that enables fast algorithm and parameter analysis and can
potentially be embedded in constrained nodes for in-flight mission re-evaluation. The fluid
model can scale to large topologies with hundreds of nodes and could complete experiments
running stress workloads with simulation time shorter than the simulation time horizon. It
can also be configured with bounded and unbounded network queues, use mixed mobility
models and control laws, and model different applications running in the application layer
mixed with synthetic traffic injection. By studying different control laws, we can reduce
the probability of enduring network partitions and enhance the traffic balance to reduce the
formation of bottlenecks that hinder the application’s performance.

Our work also encompassed the proposal of some applications related to the domain of
UTM, such as optimized edge-assisted offloading algorithms for swarms of UAVs that can be
potentially used for UTM Distributed Detect and Avoid systems. Moreover, we also propose
a distributed position tracking data layer for very low-level airspace using State Machine
Replication and could achieve low end-to-end latencies even with a high number of replicas.

Keywords: distributed systems, cyber-physical systems, fluid model, simulation, emu-
lation, critical systems, utm
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ADS-B Automatic Dependent Surveillance—Broadcast.
AT Artificial Intelligence.

AODV Ad Hoc On-Demand Distance Vector.

API Application Programming Interface.

APRS Automatic Packet Reporting System.

AR Augmented Reality.

ATM Air traffic management.

BATMAN Better Approach to Mobile Adhoc Networking.

BVLOS Beyond Visual Line of Sight.

CAP Consistency Availability Partition.
CPS Cyber-Physical System.

CPU Central Processing Unit.
DDAA Distributed Detect And Avoid.

EMANE Extendable Mobile Ad hoc Network Emulator.

EN Edge Nodes.

FANET Flying Ad-Hoc Network.
FIFO First In First Out.
FLOP Floating Point Operations.

FLOPS Floating Point Operations Per Second.

GNSS Global Navigation Satellite System.

GUI Graphical User Interface.
HPC High Performance Computing.
IoT Internet of the Things.

LTE Long Term Evolution.
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MAC Mobile Ad-Hoc Computing.

MAC Medium Access Control.

MACE Mobile Ad hoc Computing Emulator.
MANET Mobile Ad-Hoc Network.

MCC Mobile Cloud Computing.

MEC Mobile Edge Computing.

ML Machine Learning.

OLSR Optimized Link State Routing Protocol.

OS Operating System.

PER Packet Error Rate.

PID Proportional Integral Derivative.
QoS Quality of Service.

RAM Random Access Memory.
RF Radio Frequency.
ROM Read-Only Memory.

RT Round Trip.

SAA Sense And Avoid.

SDN Software Defined Network.

SINR Signal to Interference and Noise Ratio.
SMR State Machine Replication.

SoB System on a Board.

SoC System on a Chip.

SoM System on a Module.

SPP Self-propelled Particle.

sUAV Small Uncrewed Aerial Vehicle.

TCL Technical Capability Levels.
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TCP Transmission Control Protocol.

TDMA Time Division Multiple Access.

UAS Uncrewed Aircraft System.
UAV Uncrewed Aerial Vehicle.
UDP User Datagram Protocol.
UE User Equipment.

USS UAS Service Suplier.
UTM UAS Traffic Management.

UUV Unmanned Underwater Vehicle.

VANET Vehicular Ad-Hoc Network.
VLOS Visual Line of Sight.
VM Virtual Machine.

VR Virtual Reality.

WSN Wireless Sensor Networks.






Contents

Introduction 3
1.1 Context and Motivation . . . . . . . . . ... ... . ... ... .. 4
1.2 Swarms and their Applications . . . . . . . .. ... L. 6
1.3 Contributions . . . . . . . . . .. e 11
1.4 Thesis Outline . . . . . . . . . . . . . e 13
Background and Methodology 15
2.1 Introduction . . . . . . . . . . 15
2.2 Swarms of Constrained Mobile Nodes and Dynamic Networks . . . . . . . .. 16
2.3 Connectivity, Density and Conductance . . . . .. ... ... ... .. .... 30
2.4 Methodology . . . . . . . . . 34
2.5 Conclusions . . . . . . . . . e 36

Modelling, Emulation and Simulation for Performance Evaluation 37

Fluid Flow Model for Fast Simulations and Application Design in Cyber-

Physical System (CPS) Swarms 39
3.1 Imtroduction . . . . . . . . . .. 40
3.2 Analytical Fluid Model . . . . . . .. ... ... 42
3.3 Mobile Ad Hoc System Model . . . . . . . . . ... ... ... ... ...... 47
3.4 Model Validation . . . . . . .. . .. .. ... 49
3.5 Implementation and Evaluation . . . . ... . ... .. ... .. ........ 50
3.6 Swarm Control Laws . . . . . . . . . . . . . . e 57
3.7 Case Studies . . . . . . e 63
3.8 Related Work and Limitations . . . . ... ... ... ... .. ........ 67
3.9 Conclusion and Future Work . . . . . ... ... ... ... ... ..., 68
Designing a Realistic Mobile Ad-hoc Computing Emulator 69
4.1 Introduction . . . . . . . . . . e 70
4.2 Background . . . . .. ..o 73
4.3 Stateof the Art . . . . . . . . . ... 74
4.4 Proposed Framework . . . . . . . . ... 76
4.5 Evaluation of Network Emulators . . . . . ... .. ... ... ... ...... 83
4.6 Experimental Evaluation of Distributed Mobile Applications . . . . . . . . .. 85
4.7 Future work and Limitations . . . ... ... ... .. ... .. ........ 88
4.8 Conclusions . . . . . . . . e 88

vii



viii CONTENTS

II Applications of Distributed Algorithms in the UTM Context 91
5 Consistent Position Tracking System for Very Low-Level Airspace 93
5.1 Introduction . . . . . . . . . . . e 93
5.2 Stateof the Art . . . . . . . . . . 95
5.3 A Novel System Architecture for Tracking and Position Reporting . . . . . . 98
5.4 Experimental Evaluation . . . . . .. .. .. . o 0 o 100
5.5 Discussion, Limitation and Future Work . . . . .. .. .. ... ... ..... 103
5.6 Conclusions . . . . . . . . . e 103

6 Edge-Assisted Cost and Latency-Aware Task Offloading for a Distributed

Detect And Avoid (DDAA) 105
6.1 Introduction . . . . . . . . . . . . e e 106
6.2 Context and Motivation . . . . . . . .. . . . ... ... .. ... 107
6.3 Related Work . . . . . . . . . e 109
6.4 System Model . . . . . . . . 110
6.5 Execution Model . . . . . . . . . .. .. 113
6.6 Offloading Strategies . . . . . . . . . . 120
6.7 Offloading Strategy Evaluation . . . . . .. .. ... ... ... ........ 125
6.8 Discussion and Future Work . . . . . . . . . . ... ... L L. 129
7 Conclusions and Future Work 131
7.1 Contributions . . . . . . . . . . e e 132
7.2 Future Work . . . . . . e 133
List of Figures 135
List of Tables 139

Bibliography 155



Author’s rights and use conditions
by third parts

This is an academic work that can be used by third parts as long as the rules and international
good practices are respected concerning the author’s rights. Therefore, this work can be used
according to the license stated below. If the user needs permission to use the work under the
license conditions, they must contact the author.

@ ®

https://creativecommons.org/licenses/by/4.0/

1






CHAPTER 1

Introduction

Contents
1.1 Context and Motivation . ... ... ... .............. 4
1.1.1  Other Hardware Limitations . . . . . . ... ... ... ....... 5
1.1.2 Definitions . . . . . . . .. 6
1.2 Swarms and their Applications . ... ... ... ... ....... 6
1.2.1  Earth Observation, Remote Sensing and Surveillance . . . . . . . .. 7
1.2.2  Agriculture, Industry and Mining . . . . . . .. ... L. 8
1.2.3  Underwater Exploration and Sensing . . . . . . .. ... ... .... 9
1.2.4 Planetary Exploration and Astronomy . . . . . . .. ... ... ... 10
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The research in distributed systems has witnessed a recent growth in interest in distributed
algorithms deployed in dynamic networks, i.e. mobile distributed applications on devices
connected via wireless networks. Such systems introduce new challenges due to their time-
varying topologies, which often hinder the liveness and termination of algorithms, making
it challenging to provide reliability and safety, which are critical desired guarantees. Those
are also essential when running algorithms, such as population counting [78], membership
control [121], and topology radius measurement [53], which are fundamental components of
more complex distributed applications. Many of these algorithms assume having a view of
the network that allows all nodes to know the topology’s global state. For instance, when
performing reliable broadcasting, it is common for the broadcaster to expect confirmation
from the receivers so that it is known which nodes successfully and reliably delivered the
message. In [62] and [61], for example, there was an effort by the authors to establish an
algorithm that enables the nodes to build a view of the network that consists of the nodes
currently partaking in the broadcast. To do so, some assumptions must be considered, which
are challenging to comply within dynamic networks.

Dynamic topologies have nodes deployed in such a way that the connections between
them are unstable. That could be caused due to the nature of the network connections
or the physical environment. For example, because the nodes themselves are constantly
changing their relative position to each other or because the physical medium where the
messages are propagated is noisy. Some examples of the latter are wireless links enduring

3



4 Chapter 1. Introduction

heavy interference, nodes geographically far from each other connected via a long series of
relaying nodes, and satellite links with nodes fading Beyond Visual Line of Sight (BVLOS).
All these factors related to dynamic network behaviour introduce challenges and research
opportunities that is worth exploring.

1.1 Context and Motivation

Different paradigms and applications can exploit mobile computing architectures. Although
the concept is not new [50], the challenges have evolved with the adoption of new commu-
nication technologies and advancements in computing capacity [142, 143]. Furthermore, as
applications become more data-centric (e.g., edge and Machine Learning (ML) applications
that require processing large amounts of sensor data), the amount of data needed to be trans-
ferred increases. So, the challenges’ focus shift to how to make data available to applications
whilst maintaining the ability to comply with the performance goals [176, 165]. The most
common paradigms adopted for latency-sensitive and privacy-aware applications are the Edge
and Fog computing, where data is preprocessed at edge servers before being sent to the cloud.
In addition to enabling lower latencies by preprocessing data, edge servers can also be lever-
aged to increase data safety. For instance, a Cyber-Physical System (CPS) swarm connected
via ad hoc networks can be sent on a mission to survey and collect data, which must be stored
on a distributed store during the mission before offloading to an edge cloudlet [55]. In other
applications, collected data must be distributed among all nodes for sensor data fusion [30].
Such swarms can assume different topologies depending on how the mission was planned and
evolved during runtime, creating challenges and opportunities to tame the network flow and
thus reduce congestion and delay.

Concerning the communication infrastructure, the main characteristics of mobile swarms
are how the mobility and network density affect their connectivity [180, 73]. Therefore, how
to implement and simulate mobility using different paradigms such as simple mobility models,
and realistic motion control models, was an important topic in this thesis. Since the network
functions of such nodes during their runtime are usually complementary, data flows can be
arriving, traversing and leaving the node simultaneously. Due to the limited communication
range, as shown in Figure 1.1 and comprehensively surveyed in [166], communication and
routing often happen in a multi-hop manner. As a consequence of these limitations, some
nodes with a strategic location in the topology might experience excessive traversing traffic
flow.

Therefore, it is valuable to study the behaviour of the network flows for different topologies
and applications, since this can be used to prevent unwanted congestion by employing differ-
ent deployment strategies or control laws that act directly on nodes’ mobility to balance the
traffic flow across the topology. The limited communication range associated with the nodes’
mobility also increases the probability of creating network partitions. Consequently, it also
affects the availability and consistency of distributed applications deployed in such topologies
as described by the CAP theorem [57]. Such mobile nodes connected via ad hoc wireless
interfaces are commonly referred to as Mobile Ad-Hoc Networks (MANETs), or more specifi-
cally Flying Ad-Hoc Networks (FANETs) when in the domain of flying nodes, and Vehicular
Ad-Hoc Networks (VANETs) in the vehicular domain. The introduction of the term swarms
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is more common when there is also an interest in introducing aspects of swarm intelligence
and control laws, as a way to provide some level of autonomy to system. The challenges and
opportunities related to MANETs and swarms will be further discussed in Chapter 2.

Figure 1.1: Topology Model Representation Based in Distance Between Nodes (a.k.a Unit
Disk Radio).

1.1.1 Other Hardware Limitations

Besides the communication, other hardware limitations also need to be taken into considera-
tion. Since devices used in swarms of CPS are deployed remotely and are mobile, they must
have an energy storage unit. They are commonly comprised of a battery, mainly Lithium
Polymer batteries in the most modern devices, a protection circuit and a battery charger. As
of today, those energy storages are limited; therefore, many applications and protocols have
energy consumption as one of the leading design goals.

Another essential component is the computing unit, where the main firmware (Operating
System (OS) and other low-level software) is run. The firmware controls the main logic and
any other software that controls other possible embedded hardware. The type of unit depends
on the application, but usually, it is a micro-controller !, a System on a Chip (SoC) 2 or a
System on a Module (SoM) 3. Since these nodes have limited dimensions and energy storage,
it is crucial to consider computing units that supply just enough computing power needed for
the application and use the least amount of energy possible. Another constrained component
in mobile CPS is the memory unit. It is divided into volatile, used in runtime by the firmware,
or persistent, where the nodes can store new states. As the compute unit, due to footprint
limitations, memory also needs to be limited to the strict necessary to avoid extra energy
consumption.

Considering these hardware limitations and the challenge to embedded complex algorithms
required by CPSs, some applications chose to use computational offloading to edge cloudlets
or other devices. This is particularly interesting in applications that require low latency, in-
creasing the feasibility of applications that are unable to be deployed in constrained devices.
The current and future ubiquity of edge servers, owned to the strong presence of telecommu-
nication equipment used by 4G and 5G services, allow the deployment of such applications
with benefits to the companies and to the users.

1Small factor computers often with 8 or 16-bit microprocessor and some other modules

2Devices that often concentrate all the required modules to build a computer inside one die. So Central Pro-
cessing Unit (CPU), Random Access Memory (RAM), Read-Only Memory (ROM), and other communication
peripherals are on a single chip

3Devices with a small footprint that can fit on a module and might be connected to a bigger carrier board
that make more IO ports available to the user.
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1.1.2 Definitions

Although the definition of distributed computing diverges among different authors [159, 128],
in this thesis, we will refer to distributed systems or computing systems according to the
definition of [128]:

Definition 1.1

Distributed Computing - "As we have seen, the essence of distributed computing is differ-
ent. It is on the coordination in the presence of “adversaries” (globally called environment)
such as asynchrony, failures, locality, mobility, heterogeneity, limited bandwidth, restricted
energy, etc. From the local point of view of each computing entity, these adversaries cre-
ate uncertainty generating non-determinism, which (when possible) has to be solved by an
appropriate algorithm. "’

Definition 1.2

Parallel Computing - ... parallel computing addresses concepts, methods, and strategies
which allow us to benefit from parallelism (simultaneous execution of distinct threads or pro-
cesses) when one has to implement f (z). The essence of parallel computing lies in the de-
composition of the computation of f (x) in independent computation units and exploit their
independence to execute as many of them as possible in parallel (simultaneously) so that the
resulting execution is time-efficient. Hence, the aim of parallelism is to produce efficient
computations. This is a non-trivial activity which (among other issues) involves specialized
programming languages, specific compilation-time program analysis, and appropriate run-time
scheduling techniques."

n

Additionally, we will refer to computation acceleration via parallel processors/cores or
cluster/grid computing as parallel computing, which in contradiction is also called Distributed
Computing by [159].

1.2 Swarms and their Applications

From a high-level point of view, this thesis studies aspects related to computer networks and
distributed systems. These subjects are extensive, and following the previously given hints,
the reader will notice that the focus is given to more specific areas of these fields. From
the computer networks’ point of view, attention is given to wireless networks, specifically ad
hoc networks. Swarms, as used in this document, borrows the term from nature and refers
to computer topologies composed of nodes which are similar in physical construction and
software implementations. They run algorithms that, together, as a whole, aim to solve a
higher-level application problem. When considering a swarm, nodes can be deployed in a
way where they can only react to the topology changes, i.e. their position in space over time
changes only due to an external force, or they can act proactively, when considering Self-
propelled Particles (SPPs) for instance [19]. The latter can change their position in space by
creating a thrust vector in the desired direction. SPPs, due to their ability to move through
space by their own will, allow the development of cooperation between the nodes to enhance
their capability to fulfil their mission. This cooperation has been well observed in nature
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[19] for instance, in swarms of insects, bees, ant colonies, whale pods, and many of such
cooperation, often referred to as swarm or bio-inspired intelligence, have been copied and
recreated in swarms of CPSs [106, 84]. We aim, among other things, to study the impact the
flow of information has on distributed applications running the aforementioned wireless ad
hoc networks. The scenario where these applications will run is on swarms of cyber-physical
systems. As this research work evolved, there was a broad spectrum of applications that could
be deployed in such a paradigm. In this section, we introduce some of these applications that
can benefit from high-performance distributed applications running on dynamic networks.

1.2.1 Earth Observation, Remote Sensing and Surveillance

Earth observation is a field constantly pushing state-of-the-art technology boundaries since
it benefits directly from every opportunity that can put human eyes where it was previously
impossible. Starting a long time ago with hot air balloons, evolving to large aircraft and
large satellites as seen in Figure 1.2, and more recently small factor satellites [108, 36] and
Uncrewed Aircraft Systems (UASs) [169, 174].

geo-synchronous,geostationary,
ous satellite platforms
(altitude from 600 - 36000 km)

airborne platforms
(altitude up to 20 km)

——

ground-based
platforms

Figure 1.2: Aircraft and Satellite Earth Observation. *

Hence, the possibility of having distributed data processing is valuable, and the system
only needs to offload processed data when passing by the ground station. The swarms can
also drastically increase the coverage area [171], decreasing the necessary orbits to reach the
same coverage. Another application for swarms of UASs is surveillance [160, 141], as different
optimization algorithms can be used, other goals such as improved area coverage, reduced
energy consumption, or execute faster intruder detection. As many other technologies, it has
been used also for military operations as early as 1849, when a swarm of hot air balloons
was used by the Austrian military on an attempt to bomb the besieged Venice. An artistic
representation of the event is show in Figure 1.3.

“https://www.npoc.ch/en/about/earth-observations.html
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Figure 1.3: Pencil Drawing Depicting the Austrian Balloon Swarm used for Military Action
in 1849, by French civil engineer Max de Nansouty (1854-1913). 5

1.2.2 Agriculture, Industry and Mining

Algorithms similar to those used for surveillance can also be used in agriculture [5, 8, 167].
Computer vision can be leveraged to infer the soil quality and state, be used to spot unwanted
invasive species in the field or even be used for precision mapping. As a result, those applica-
tions can be used to improve precision farming, as shown in Figure 1.4a and eventually helping
manual labour with automatic identification, early warnings and unbiased recommendations
and pesticides application, as shown in Figure 1.4b. Such swarms are also used in massive
industrial and mining compounds for not only surveillance, but also to evaluate production
with various types of sensors. It can also be used in mining facilities so detect in advance pos-
sible fatal accidents such as landslides and rupture of dams. The crucial aspect of the swarms
in such scenarios is the ability of carrying different types of payload, and the capability of
autonomously navigate remote and dangerous areas without human intervention.

®https:/ /www.sciencephoto.com
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1 e i YT it

(a) UAV Swarm used in Precision Agriculture (b) UAV Swarm used for Pesticides Application.
Mapping. © 7

Figure 1.4: UAV Swarms used in Precision Agriculture

1.2.3 Underwater Exploration and Sensing

Following the same principle, Unmanned Underwater Vehicle (UUV) swarms and sensor net-
works [32] have been used to support different applications. Earth-wise, the oceanic coverage
is larger than the ground coverage, and in some parts much deeper than the highest moun-
tain ranges. Because of that, the ocean is commonly referred as being as unexplored by us
as space. Therefore, such swarms can be leveraged to deep exploration, where the human
presence is dangerous, and they also have been used for academic purposes to explore marine
life and for topographic mapping purposes. They are also used for asset monitoring by the
Oil & Gas industry, coastal monitoring by defence forces and rescue operations in hard to
access locations. Figure 1.5 shows an example of underwater communication network used
by UUVs.

Figure 1.5: Underwater Communication Network.

Underwater communication has some challenges in the MAC/PHY layers when compared
to its surface counterparts. Usually lower frequencies in the audible spectrum are used,

"https:/ /vertical-master.ch/drone-en-agriculture/
"https://groupechd.fr/blog/agriculture-des-tracteurs-bientot-remplaces-par-des-drones/
Shttp://www.tecdsea.com/
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which can disturb marine life and only allows lower throughput and high propagation time.
Furthermore, it is affected by seasons, depth, water temperature and salinity, making it hard
to predict latencies. For this reason, a complete new set of Medium Access Control (MAC)
protocols have been developed [15].

1.2.4 Planetary Exploration and Astronomy

Planetary exploration has witnessed many missions using various types of robots such as
probes and rovers. It is natural to imagine that the robustness added by CPS swarms can be
leveraged in such application [155]. Not only they would be able to cover larger areas with
mission crafted formations, but failures of individual nodes would not jeopardize the mission
due to the added fault tolerance. Such swarms can be used not only on the surface but also
as nanosatellites orbiting an asteroid. The authors in [156] propose an asteroid exploration
concept where a main spacecraft could be deployed together with a nanosatellite swarm,
whose measurements are combined using Kalman Filters. Besides exploration, the robustness
and flexibility of swarms in dynamic environments has also applications in astronomy [95,
35, 25]. In these cases, the main rational behind is to scale the radio astronomy observation
by combining the signals captured by each node so that they work as a big telescope. This
concept has been used on earth since the 80’s with the Very Large Array telescope, shown in
Figure 1.6, and can now be leveraged in space, avoiding the atmospheric turbulence.

Figure 1.6: Very Large Array Project in New Mexico USA. ?

Another application field for such swarms are related to the UAS Traffic Management
(UTM) systems, from which some aspects were approached in this thesis in Chapters 5 and 6.
All the aforementioned applications are emerging and the solutions, specially in distributed
coordination and data exchange, have not yet been consolidated. Therefore, communication
in distributed applications running in dynamic topologies was one of the main motivation for
this thesis.

9source: http://www.aoc.nrao.edu/epo/puente/views/vlaviews.index.html
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1.3 Contributions

The main focus of this work was to study data exchange in distributed applications deployed
in dynamic networks. That included a major goal to establish methodologies to study such
systems via emulation and simulation and propose some techniques concerning deploying
applications in dynamic networks.

1.3.1 Fluid Model Simulator (dNetFlow)

Even though there are tools in the state-of-the-art that can be used to study distributed
systems and computer networks, they often scale poorly and are not adapted to study mobile
constrained systems. As an alternative, some advances were made towards simulating discrete
systems with continuous quantities by using fluid models. Therefore, to solve the challenge of
studying network flows in distributed applications deployed in dynamic networks, we propose
a fluid model which is presented, tested and validated in Chapter 3 and published as a
conference paper [45]. It simulates traffic flow in mobile ad hoc networks and allows us to
implement a simulation tool that enables fast algorithm and parameter analysis and can
potentially be embedded in constrained nodes for in-flight mission re-evaluation. The basic
idea behind the model was to consider the messages flowing through the network as fluid
quantities. Therefore, each node in a network can be modelled as a buffer, as shown in Figure
1.7 with maximum capacity gme: € RT, where messages arrive at rate @ > 0 and depart the
buffer at rate d > 0.

lc’z

v
| d

Figure 1.7: Representation of a Buffer Where a Fluid Arrives with Rate a and Departs with
Rate d

If @ > d, the buffer can receive more messages as long as the current level does not
exceed the buffer capacity. When they are equal, the buffer level will remain constant, and
when @ < d, the buffer will drain and, when completely empty, will eventually make the
drainage rate equal to the arrival. To expand the idea of the buffer to a MANET, each node
is represented as an individual First In First Out (FIFO) queue, as shown in Figure 1.8, so
fluid departing a queue is just seen as arrival to the queue of downstream node. The messages
are therefore propagated until they reach their final destination.
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Figure 1.8: Representation of a MANET Using a Network of Connected Queues

The fluid model has been demonstrated to scale to large topologies and can be configured
with bounded or unbounded network queues. We demonstrated how the model is useful to
identify performance hotspots in topologies and how we could model more complex applica-
tions such as the Paxos consensus protocol. Additionally, we also studied control laws for
swarms of mobile cyber-physical systems that can be used when deploying fully autonomous
swarms of UASs.

1.3.2 Mobile Ad hoc Computing Emulator (MACE)

Another research interest, which is also related to methodology, was to experiment with exist-
ing algorithms and applications deployed in dynamic networks. Even though many simulators
have been proposed, there was a gap in the state-of-the-art emulation tools for mobile ad hoc
computing. Some important features were missing, such as a full-scale emulated deployment
environment where prototypes coexist with off-the-shelf applications and more options for
mobility control. We, therefore, propose Mobile Ad hoc Computing Emulator (MACE), which
will be described in Chapter 4 and was published as a conference paper [46]. MACE is a
framework that enables the emulation of mobile distributed applications in a virtual envi-
ronment so that the scenarios and topologies composed by mobile wireless nodes could be
easily modified. This tool was crucial in overcoming the challenge of running algorithms
in constrained devices before actually deploying in real hardware. It helps in reducing the
reality gap in the early stages of research since it allows running sessions mixing software
developed for embedded systems with RiotOS, QEMU virtual machines configured as con-
strained devices, QEMU virtual machines configured as multicore x86 computers and even
Docker containers. It has also been used by other researchers to obtain interesting results,
that at the moment of this document writing, have been accepted as a paper conference [28].

1.3.3 UTM Position Tracking and DDAA

This thesis also studies some real-world applications of the proposed models in the field of
UTM. Even though UTM systems have advanced significantly in recent years, some aspects
still need to be fully defined. In this thesis, we propose a distributed position tracking data
layer for very low-level airspace, which was published as a conference paper [47]. We also
have an ongoing research project that proposes an optimized offloading scheme that can be
used in UTM DDAA systems. The project, which is part of a cooperation between ENAC
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and TUD'?, has been accepted at a workshop [79]. Therefore, we present in this thesis the
motivation, problem formulation, formalization of the optimization problem and some initial
results using Monte Carlo optimization strategies.

1.4 Thesis Outline

This thesis is organized as follows. In Chapter 2 we describe more extensively the CPS swarms
and the challenges related to information exchange in the context of distributed computing.
Additionally, some important terminology that will be used throughout the document is also
described, along with a description of the methodology used for the research. The remaining
chapters are further divided into two parts. The first, with Chapter 3 describing a lightweight
fluid model and how it was used to build a CPS swarm fast time simulator, and Chapter
4 describing how we designed an emulation tool used for experimentation. The second part
focuses on how we applied the methodological tools to create some applications in the field
of UTM. In Chapter 5, we describe the current state-of-the-art research on the UTM and
propose a position-tracking system for very low-level airspace. In Chapter 6, we describe how
an offloading algorithm can be leveraged for parallel computation of UAS collision avoidance
algorithms in the context of UTM.

10Technical University of Dortmund






CHAPTER 2

Background and Methodology

Contents
2.1 Imtroduction ... .. ... ... it 15
2.2 Swarms of Constrained Mobile Nodes and Dynamic Networks . 16
2.2.1 Swarm Mobility . . ... ... o 17
2.2.2  The Network Model . . . . .. .. ... .. ... .. .. ... 18
2.2.3 CAP Theorem and Swarms . . . . . . . . . . . .o 21
2.2.4  Consistency and Swarm Intelligence . . . . . . ... ... ... ... 22
2.2.5 Availability in Dynamic Deployments . . . . . . . ... ... .. ... 25
2.2.6  Dynamic Networks and Partitions . . . ... ... ... ... .... 27
2.2.7 Information Exchange and Swarms of CPS . . . . . ... ... ... 28
2.3 Connectivity, Density and Conductance . . . . . . ... ... ... 30
2.3.1 Algebraic Connectivity . . . . . . .. ... oL 30
2.3.2  Network Density and Conductance . . . . . . .. .. ... .. .... 32
2.4 Methodology . . . . . . o i i i i i i e e e e e e e e e 34
2.4.1 Emulation . . . . . ..o Lo 34
2.4.2 Fluid Model . . . . . . . .. . 34
2.4.3 Metrics and Benchmarks . . . . . .. .. ... o0 35
2.4.4 Discussion and Limitations . . . . . . ... .. ... ... ..., . 35
2.5 Conclusions . . . . . . 0 i e e e e e e e e e e 36

2.1 Introduction

This chapter introduces some background knowledge that is useful throughout the rest of the
document, and the overall application domains concerning the topics discussed. It defines the
mobility and network models used in subsequent chapters, and establishes a connection be-
tween the CAP theorem and CPS swarms by describing the behaviour of network partitions,
system availability and consistency in such deployments. Later on, it describes important
aspects for the information exchange within the topology, by describing the concepts of alge-
braic connectivity, network density and network conductance. Finally, it describes the main
challenges introduced by such domains, the methodology adopted to investigate and tackle
such challenges.

15
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2.2 Swarms of Constrained Mobile Nodes and Dynamic Net-
works

Swarms of CPSs are an emerging class of computational platform that has applications span-
ning several domains, such as industry 4.0, maritime navigation or aerial surveillance, earth
observation, search and rescue operations and planetary exploration [92] [11] [146]. According
to [120]:

Definition 2.1
CPS - "Cyber-physical systems combine cyber capabilities with physical capabilities to solve
problems that meither part could solve alone.”

And according to [19]:

Definition 2.2

Swarms - "Complezity science has shown that collective behaviors in animal groups, that is
swarms, emerge from repeated local interactions between neighboring individuals. It has also
revealed that a set of simple local interaction rules applied to very simple artificial agents gives
rise to complex patterns possessing long-range and long-lasting dynamic order."

By adopting such a paradigm, swarms of CPSs can execute tasks in places and environ-
ments that otherwise would be inaccessible or inefficient for larger robots [21] or when the
presence humans in hostile environments is frowned upon. They are also more resilient since
the failure of one or some nodes does not hinder the continuation of the application carried
out by the remaining nodes. However, such devices are usually constrained in processing
power, communication capabilities and energy availability when compared to cloud servers or
larger nodes for instance. Moreover, because the links and the robots themselves are subject
to failures, the applications must be designed to tolerate at least benign failures, ensuring
a higher level of availability and reliability when compared to a mission performed by only
an isolated robot or by a centralized architecture. Such benign failures can also affect the
overall performance of the system, due to added constraints to cope with them. Therefore,
one of the challenges of such applications is the deployment planning to ensure high fault tol-
erance, whilst keeping high-performance levels. When considering the mobility of the nodes
inevitable, bio-inspired post-deployment strategies are often employed in swarm control. And
when considering swarms running distributed applications, implementing algorithms whose
design goal is to maintain the nodes’ capability to exchange data is imperative.

Some important factors need to be considered when engineering a swarm of CPSs. First,
regarding the control, it can be centralized via a base/control station that sends individual
commands to each node or decentralized. Centralized control has the advantage that con-
sidering the controller station has the full view of the swarm in real-time it can thus run
controlling algorithms with high precision. The main disadvantage of such control is the in-
troduction of a single point of failure and the requirement that the controlling station must
be in a visual line of sight to all nodes or rely in some sort of relaying, which reduces the
robustness and determinism. However, it is possible to eliminate the dependence on a con-
trolling station by using decentralized control and control laws, where each node requires only
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information regarding its neighbours or a pre-defined k-neighbourhood. Previous works have
introduced ways to make such swarms resilient during the mission by proposing composed
control laws that aim at maintaining the connectivity [136], increasing robustness [56] and
avoiding collision between the nodes. Chapter 3 covers the theory and implementation of
some of those decentralized control laws when applied to an application of CPS swarm.

Another important aspect is how the nodes exchange information within the swarm. When
a data-intensive application is run on a swarm, the collected data needs to be processed, stored
or forwarded to another architecture level. When the nodes are deployed as a MANET,
data flows forward on a multi-hop way until it reaches its destination within the swarm.
However, it is also often the case where the swarm communicates with another topology
level, and the traffic is ultimately concentrated at the edge of the network. As examples
of such concentration, there are edge and fog [96, 176, 39] applications or the bent pipe
architecture sometimes employed in nano-satellite swarms [36]. In both cases, there is a high
probability of bottleneck creation if traffic is left uncontrolled.

Depending on the type of swarm, the communication physical layer uses different types
of wireless medium such as optical, acoustic or Radio Frequency (RF), but the focus in this
work will be on RF, and more specifically the IEEE 802.11 stack when using the emulator.
More details about the network model adopted throughout this document can be found in
Section 2.2.2.

2.2.1 Swarm Mobility

The source of dynamic behaviour on a network can arise due to constant change in the
topology introduced by constant route changes, link failures or even creation of sporadic
bottlenecks. The dynamic behaviour can even be observed on topologies where wireless nodes
are static, or when they are connected via wired links, but their connection are extremely
failure prone. However, in this thesis, we focus on networks which the source of dynamic
behaviour is due to the mobility of the nodes. Nodes’ mobility can be consequence of a non
intentional behaviour, such as nodes deployed in a fluid. Examples are non propelled robots
deployed in sewage systems, maritime streams, storms and etc. On another spectrum are the
topologies created with SPPs, which are robots that have means of moving by decision of the
nodes’ internal control system or by an external centralized controller. We will focus on SPPs
and model and explore mobility using academic mobility models, or robotic swarm motion
control depending on the application or study in case.

Mobility Models

In the simulated environments for mobile networks, instead of detailing with precision the
motion of the SPP in the environment by detailing physics models for thrust and friction,
it is common in academic works to use approximation models. Such models directly update
the nodes’ Cartesian coordinates P(t) € R?. There are many of such models in the state-of-
the-art research, for example, the authors of [114] listed the most common ones applied in
FANETS. In these models, at each time step, the position is changed by a d,(t) based on a
pre-defined velocity V € RT, with §,(t) € R3 being a set [z,y,2]. To calculate d,(t), each
specific mobility model has its own equation, and the position P(¢ + d;) is, hence, calculated
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by the generic Equation 2.1.
P(t+6¢) = [2(t) + Ip, (1), y(t) + 0, (1), 2(t) + bp, ()] (2.1)

Motion Control Models

In addition to the possibility of using mobility models as defined in the previous section,
motion control models can be implemented for the nodes’ mobility. This is particularly
interesting because they can be controlled by the influence of different control laws, from
which the outputs are velocity vectors. Such control laws can be used to enforce desired
behaviours on the swarm [19] [130], which can be often decentralised. When using such
models, each node’s j position P;(t) € RM state is updated by an increment P;(t).

T cos () 0
Pit)= || = |sin(0)| v+ |0] w (2.2)
0 0 1
therefore,
P(t+6) =P(t) + P;(t)6 (2.3)

with v € R being the velocity measured in m/s as the resultant of an applied force and w € R
the angular velocity measured in rad/s.

2.2.2 The Network Model

Unlike infrastructure-based wireless topologies, ad hoc networks do not rely on a base station
to manage the connectivity among mobile nodes. These network topologies, which are com-
posed by wireless mobile nodes, are modelled as an undirected graph 7' = (N, E)). The set of
vertices N contains n nodes, where NN;, with i € N and 0 < ¢ < n, and the set of edges F is
composed by the edges e = (N;, Ni), where the distance between nodes n and k, dj;, < d,,
being d, the communication range. The latter is defined by the wireless radio technology
modelled, which allows a maximum bandwidth B € R™ defined in Mbps. The radio models
considered for this work were the Unit Disk Radio and the Signal Decay with Log-Normal
Shadowing

The Unit Disk Radio Model

For simplicity, every node in the vicinity of one of the nodes participating in the communica-
tion graph T, is henceforth considered a participating node. To establish connectivity between
the nodes, the Euclidean distance between them is calculated, and when d;; < d,., the nodes
can communicate with a one-hop distance. When dj;; > d,, the nodes can eventually still
communicate with every other node in the same connected component via multi-hop routing.

The Signal Decay with Log-Normal Shadowing

In this model, many factors contribute to the signal decay from source to destination. The
first factor to take in consideration is the path loss, show in Equation 2.4, which represents
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the signal strength attenuation proportional to the distance. The constant «, the path loss
exponent, defines the rate of signal decrease and depends on the environment [105].

B(d) = al0logiod (2.4)

Additionally, the model takes in consideration also a stochastic attenuation modelled
as a Gaussian distribution, X,, with mean value of zero as shown in Equation 2.5. This
distribution models the attenuation added by flat fading.

Xo(x) = — et 202 (2.5)

Taking the previous factors in consideration, the signal strength at the receiver P.(d) is
lower than the transmitted P; as defined by Equation 2.6.

P (d) =P —B(d) — X, (2.6)

Since the nodes can be constantly moving, the distance between two nodes in line of sight
is continuously changing. It is therefore expected that the variation in distance will change
the strength of the connection between the nodes, thus changing the signal to noise ratio. The
environmental noise depends on the deployment conditions, and it is taken in consideration
for experimentation when choosing the value of the constant P;.

As seen before with Equation 2.6, the receiving power decreases with the distance to the
emitter. so considering a noise value P, € R measured in dB, the Signal to Interference
and Noise Ratio (SINR) at the receiver is SINR, = P,(dB) — P,(dB). Decreasing the
SIN R, increases the Packet Error Rate (PER), decreasing the actual bitrate available for
communication. Using the Shannon Equation 2.7, it is possible to calculate the maximum
possible bitrate with an available bandwidth frequency.

C =Wloga(1+ SINR,) (2.7)

where W € R is the available bandwidth in MHz and C' € R the available bitrate in Mbps.
Figure 2.1 shows an example of the bandwidth attenuation att according to the log-normal
model compared to a simple exponential attenuation att = e~ /20" with o = 70.
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Figure 2.1: Normalized Shannon Bandwidth Dt = 15dB, a=3, W=20MHz, P, = —50dB

The signal between nodes j and k decays proportionally to the communication gain G (t).

g

Gir(t) = 2 (2.8)
jk
where G is a constant that represents the gain at one meter distance [172]. With the gain, it

is possible to predict the loss of theoretical bandwidth leading to an actual value B.

Bi(t) = Blog, <1 + pj(t)Gj(t)) (2.9)

o2

where p;(t) represents the transmission power at node j and time ¢ [172].

Other Environmental Aspects

Among other aspects that influence negatively the performance of applications deployed in
MANETS, one that has a big impact is the physical medium. In wired networks is relatively
easier to introduce collision avoidance protocols for the network packets that allow many
nodes to share the medium. Even though when using RF it is harder to know the correct
time to transmit and avoid collision, many different MAC protocols have been developed.
However, even with the more recent protocols, it is still not possible to achieve full use of
the available radio bandwidth. Not only the communication between two nodes is affected,
but considering a multi-hop communication path, the throughput is affected at each hop.
To illustrate this aspect, we run an experiment with MACE where one node runs an iperfs
client and all other nodes run servers. This way we were able to measure the throughput at
increasing number of hops. Figure 2.2 shows the results of this measurements illustrating the
exponential decay.
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Figure 2.2: Measured Throughput with Traffic Injection Across Increasing Number of Hops
Mlustrating the Overhead Introduced by MAC Protocols

For this experiment the medium was simulated using Eztendable Mobile Ad hoc Network
Emulator (EMANE) and configured as IEEE 802.11g with theoretical bandwidth of 54mbps.

2.2.3 CAP Theorem and Swarms

In a swarm, due to the network’s dynamic behaviour, it is expected that network partitions
or transient communication failures as described in Section 2.2.6, will happen with a consid-
erably high probability. The constant movement of the nodes and routing updates might not
create necessarily a partition, but increase the delays between the nodes so that the effect
on the algorithm can be similar to a transient network partition. The Sections 2.2.4 and
2.2.4 mention that in some situations, the availability, partition tolerance and consistency
will vary depending on how the system is engineered and deployed. The trade-off between
these properties has been extensively studied and was defined as the Consistency Availability
Partition (CAP) theorem.

The CAP theorem [57], basically states that is not possible to achieve high availability,
consistency and partition tolerance altogether. The system designer must accept a trade-off
between the properties by relaxing them until the appropriate safety and performance levels
are compatible with application’s requirements. Each individual property of the theorem will
be introduced in the following sections.
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2.2.4 Consistency and Swarm Intelligence

Stating simply, consensus between the nodes is achieved when the client can read the same
value, after a write operation or even the initial condition, regardless of which server i.e
replica, it queries. The requirement for a strong or relaxed consistency depends ultimately
on the application. For example, a distributed web cache does not require the same level
of consistency as the UTM position tracking system described in Chapter 5, or a banking
system. There different ways of achieving consensus, and now we introduce quorum-based
and convergence consensus. Acording to [23]:

Definition 2.3
Consensus - Techinique used by processes to agree on a common value out of initially pro-
posed values.

Also, to successfully achieve regular consensus, some safety properties must be guaranteed:
termination, validity, integrity and agreement. They are defined in [23] as:

Definition 2.4
Termination - "Every correct process eventually decides some value."

Definition 2.5
Validity - "If a process decides v, then v was proposed by some process."

Definition 2.6
Integrity - "No process decides twice."

Definition 2.7
Agreement - "No two correct processes decide differently.”

Quorum-based Consensus

The basic principle behind a quorum-based consensus is to reach an agreement by simple
majority voting, as used in Lamport’s Paxos [81] for example. In Paxos and other consensus
protocols, the client requests to write or alter some data into a system, and the system needs
to cooperate by means of voting to commit the operation across the replicas. Hence, any read
operation performed after this commit will result in the same consistent value as long as there
is enough quorum, and all participating processes are only susceptible to benign faults. When
it is expected that some nodes might behave maliciously, different type of consensus protocol
needs to be implemented, and the system availability might decrease because the number of
nodes that can fail reduces to f = 1/3N). One characteristic of Paxos is the communication
complexity, or the number of steps required to perform what would otherwise be realized by
only one step. This, adds overhead to the communication, increasing latency between the
write operation and the acknowledgement that the operation has been committed. Figure 2.3
illustrates the steps taken by the algorithm.
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Figure 2.3: Main Steps of a Paxos Consensus

So, in the first proposal of the Paxos protocol, two round trips in the application layer are
required to commit a write operation. If TCP/IP is being used as transport/network, that
increases to four round trips, or more depending on the size of each message and maximum
allowed size of the network packet. Paxos of course has evolved, and some variations require
less steps in special circumstances. Those variations can reduce the communication latency
even under high throughput. There are some aspects that need to be taken in consideration
when running such an algorithm in dynamic networks. Due to constant link failures and
constant change in routing paths some obstacles arise in establishing an expected maximum
communication delay between the nodes. If the application is deployed on a TCP/IP stack
for example, each packet exchange requires an ACK from the recipient, and when the link is
broken before the ACK, the individual operation will be blocked until a timeout is reached.
A link fault can be seem by the system the same was as node fault, and having many replicas
allow that many link failures occur before the whole write operation is blocked waiting for
a time-out, when it can finally be considered a failed write operation. Having a UDP can
reduce the number of required Round Trips (RTs), but impose the need to implement similar
acknowledgement system on the application layer. Therefore, introducing dynamic behaviour
in the network complicates the prediction of a upper bound in the communication delay.
This renders an asynchronous network, in which consensus with fail-stop and malicious faults
has been extensively studied [38, 49, 20], and although with reduced availability, reaching
agreement is still possible. Hence, an algorithm deployed in such network would need to rely
on time-outs that would ideally correlate to the average velocity of the nodes, so the more
dynamic the network, the larger the timeouts.

Even though an algorithm such as a leader-based implementation of Paxos has high com-
munication complexity when running an application that requires an intense exchange of
information, for a swarm direction convergence or a rendez-vous decision only one commit
would be needed. Figure 2.4 shows a waterfall plot of a multipaxos state machine replica-
tion running on the topology illustrated in Figure 2.9a, and executing five consecutive write
operations with interval of two seconds between them. In this figure, time is discretized in
1 second buckets, so it should not be read as the representation of action duration, but as a
heat map representing which nodes concentrated more traffic, which is a possible indication



24 Chapter 2. Background and Methodology

of susceptibility to bottlenecks.
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Figure 2.4: Waterfall Representation of Nodes Performing Quorum-based Consensus

As stated before, the network traffic between the consecutive write executions is very
low because there is no need exchange of messages when in idle, besides what is used for
fault detection and synchronization. Another characteristic of leader-based consensus, is the
traffic concentration on the leader (node uav4), and in this specific case the node uav3, which
serves as an obligatory path for traffic traversing the network. Latency wise, after running 50
consecutive write operations, the median latency for each write was 24.6ms. This experiment
was run with under a realistic scenario with message exchange via TCP sockets and with the
help of an emulator that will be further described in Section 2.4 and detailed in Chapter 4.
On the other hand, a quorum-based consensus can be much faster to converge than a swarm
CONVETgence consSensus.
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Convergence Consensus

In dynamic networks, as in nature, it is possible for the nodes to only rely on their neighbours’
state, therefore not requiring knowledge from the whole topology to guarantee correct function
[60]. In such cases, as first observed in flocks of birds, nodes create a local cluster based on a
degree of distance, such as k-neighbours. A convergence consensus can allow the participating
processes or nodes to agree on a value, e.g. direction, velocity or rendezvous location, by
gradually converging to a common value. This, therefore requires the exchange of information
at several steps before convergence.

It has been observed in nature that the actual consensus interaction and the eventually
required information exchange happens only between a local k-nearest neighbourhood, not
the entire topology [19]. So, in a swarm of CPS, each node ¢ would build a neighbourhood
table IV;, with which they will exchange data, and each unsynchronized information exchange
round, use Equation 2.10 to update its local state.

6i(t) = k 3 agg(1)(0;(1) — 6:(1)) (2.10)

JEN;

where k € RT is a configurable gain, a;;(t) is the adjacency matrix as defined in Section
2.3.1, and the referred state 6;(t), can be for instance the direction or velocity of the nodes.
Since the convergence is gradual, it is acceptable that some of the messages are lost. Not
requiring strong consistency for each message exchange reduces the overhead in the application
layer. Also, accepting spurious packet losses on the network layer, encourages the use UDP as
transport protocol, which reduces the overhead in the network stack. On the other hand, what
is made with one commit from a quorum-based consensus, require constant message exchange
as can be seen in Figure 2.5. The figure illustrates a constant exchange of information during
the whole emulation time, but with small overall size in bytes. Increasing the number of lost
messages has an impact on the time to reach the consensus, possibly affecting the performance
of the application, but allows the system to be more resilient to partitions and as a consequence
increases its availability.

2.2.5 Availability in Dynamic Deployments

One of the main characteristics aimed at when deploying an application running on a CPS
swarm is availability. Suppose for instance a swarm N running a distributed store applica-
tion. When a client requests a read or write operation it expects an answer, and the ability
to provide it, even if not necessarily correct, determines the availability. By having one node
n € N with failure probability p € RT with 0 < p < 1, it is natural to think that increas-
ing the number of nodes increases the application’s availability. Although, as illustrated in
Figure 2.6, increasing the number of nodes increases the probability that at least one node
is currently unavailable, the probability that all nodes or a majority of nodes are unavailable
simultaneously, drops exponentially. A node may be unavailable due to an intrinsic benign
fault, such as the node stopped working or the application crashed, or because of a network
failure or partition, or due to malicious behaviour.
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As mentioned before, availability does not imply that the answer provided to the client is
correct. For stateful applications, after increasing the number of replicas, and consequently
the availability, the need for consistency arise. It allows the client to receive from any available
server, always the same correct answer. Stateless applications are much easier to scale and
increase availability because there is not need for stored data consistency between replicas.
There is, however, a desire of versioning consistency during deployment.

2.2.6 Dynamic Networks and Partitions

A partition occurs when a set of n nodes cannot communicate directly or via multi-hop rout-
ing. Then a partition can separate one node of the main graph or even divide the topology
into two or more components. Deploying distributed applications in dynamic networks intro-
duces new challenges, especially when trying to deploy an algorithm that requires knowing
the state of the topology. It is for instance difficult to define the participating population,
making it hard to guarantee liveness and termination. This is mostly due to the constant
link failures and subsequent network partitions caused by nodes’ mobility. Acording to [57]:

Definition 2.8
Liveness: "An algorithm is live if eventually something good happens. Availability is a classic
liveness property: eventually, every request receives a response.”

In large swarms observed in nature, it is difficult to imagine the possibility of global
knowledge, such as needed when running a quorum-based algorithm. The same is also true
when deploying a swarm of thousands of mobile autonomous systems since global knowledge
would require information to be broadcast, which would significantly increase the network
traffic. When dealing with dynamic topologies, the eventual transient network partitions
and constant changes in topology render the network asynchronous. That means that is
not possible to predict a maximum bound on the communication delay between any two
participating nodes. A node could be disconnected for an arbitrary amount of time, so if
the algorithm is waiting for this node’s response, it will appear as temporarily stopped or
blocked. We run an experiment in MACE to illustrate the effect that network dynamics can
have in distributed algorithms. At each node a simple application broadcasts periodically
every 500ms a hello message via User Datagram Protocol (UDP) sockets so that the other
nodes can build a neighbour list. If a node does not hear from a neighbour for some time, it
removes the node from the list. We ran the experiment with 5 nodes in Figure 2.7, or 9 nodes
in Figure 2.8, deployed in an area with different sizes, hence changing the deployment density.
The nodes move using the random waypoint mobility model, with a velocity randomly chosen
between 1 and 2 m/s. The figures represent for how long the node had a specific number of
k-hop neighbours reachable via the routing protocol during a 60s execution repeated 5 times.
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It is clear from Figures 2.7a and 2.8a that a higher density help the algorithms in keeping an
updated view of the participant nodes by reducing the number of partitions. In the situations
of Figures 2.7¢ and 2.8c, a quorum-based application would have its availability and liveness
severely affected, which could be measured by the increase in latency and reduced throughput.

Though, if the application allow relaxing the required consistency, the application could make
progress despite the presence of partitions.
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2.2.7 Information Exchange and Swarms of CPS

In order to ensure liveness of most distributed algorithms, there is a need for information
sharing among the peers. For instance, when a swarm, even in the biological sense, wants to
converge in one direction, their current state must be shared with some of its neighbours. Such
information transmission is therefore limited by the capacity these entities have to exchange
information. Swarms of cyberphysical systems are usually connected via wireless links, as
mentioned in Section 2.2.2, which are prone to connectivity instability and to throughput
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degradation due to contention and radio interference in the medium [166]. Furthermore,
the signal fades with distance and the throughput is affected at every communication hop
[83], making it hard to establish upper bounds in the total communication latency. This
asynchronicity of the network introduces challenges in running distributed algorithms that
rely on quorums or algorithms that require real-time task scheduling.

It is expected that if the capacity of exchanging data by the topology is affected, also is
the capacity of achieving swarm consensus, but how they are affected depend on each type
of consensus. For example, let’s use a simple example of swarm convergence consensus on a
topology as shown in Figure 2.9a. Node k can directly communicate with all the other nodes
and should converge faster to a common direction that will be followed by the others as shown
in Figure 2.9b. In this example, the consensus introduced by Equation 2.10 was implemented
with k£ = 0.2, and the MACE emulator was used for experimentation. The nodes exchange
information by broadcasting UDP 1-hop packets with their current direction at a predefined
interval of ¢t = 0.5s.
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Figure 2.9: Swarm Direction Convergence Consensus Experiment with Low Injected Traffic

Intuitively, injecting a stress traffic from s0 and s1 towards d0 and d1 respectively, should
hinder the information exchange capacity of the topology and affect the consensus algorithm.
This is illustrated in Figure 2.10a where node k being a bottleneck, converges slower, resulting
in a final direction different from when network traffic was low. This opens the question
whether taming the traffic flow in the topology could actually yield different results. For
instance, adding a new node to reduce the bottleneck formed in node k at sufficient distance
to reduce contention, achieves the results shown in Figure 2.10b, with a consensus value less
skewed.

Std. deviation
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2.3 Connectivity, Density and Conductance

Taking in consideration which type of connectivity provided by the chosen technology, the
nodes’ capability to exchange data can be affected by the distance between them and the
ambient noise. Additionally, the connectivity graph can influence how the multi-hop routes
are formed as mentioned in Section 2.2.2. Hence, the technology and the density of nodes
affects the conductance [180] of data in the network.

2.3.1 Algebraic Connectivity

As mentioned in Section 2.2, information sharing is of ultimate importance for CPS swarms.
Often the nodes need to agree in direction, rendezvous, coordinate tasks executions, or sched-
ule activities. For the system to function properly consensus on those decisions is required,
and reliable information sharing is important to facilitate consensus. Spectral graph analysis
has been used to measure connectivity of a topology by calculating the eigenvalues of the
Laplacian matrix that represents the topology [48, 173]. As shown below in Equation 2.11,
the Laplacian L = [l;;] € My(R) is calculated with the adjacency and the degree matrices
A= [aij] S MH(R) and D = [dzj] S ./\/ln(R), L:=D—A.

do 0 -+ 0 a0 ap,1 apn—1
0 do -~ 0 a1,0 a1 e a1m—1

L=1|. . . S , _ _ (2.11)
0 O dp—1 p-10 Qn-1,1 (p—1,n—1

The degree matrix D = diag {dy,ds,...,d,} can be created for instance with d; =
Z;"Zl a;j, and represents the actual number of nodes at one hop distance. The adjacency
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matrix is created based in the connection between nodes. So, in the most simplistic form
shown in Equation 2.12, a;;, € [0,1] indicates if a; is in direct line of sight with ay.

1, (j,k)eFE
ajp = (. k) (2.12)
0, (k)¢ E
In this work however, since the nodes are connected by wireless interfaces, and in such
cases the quality of the connection gradually degrades with the distance, other ways of defining

adjacency can be used. One way that is commonly represented in literature is shown in
Equation 2.13.

ek —pil?
ajr=1¢ 202 | (jk)€E (2.13)
0, (J, k) ¢ E

An alternative, is also to use the signal decay from Section 2.2.2 as shown in Equation
2.14.

Py = B(llpe = pjll) = Xo, (J,k) € E
0, (U k) & E

Figure 2.11a shows the behaviour of the adjacency value with the distance for the three
models previously introduced.

ajr = (2.14)
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Figure 2.11: Algebraic Connectivity Experiment with Different Adjacency Models

In [48], the author showed that by calculating the second largest eigenvalue of the Lapla-
cian matrix, it is possible to quantify a graph’s current level of connectivity. In order to
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compare the models before, a scenario with random walk mobility was replayed with the
different ways of calculation the adjacency matrix and the result is shown in Figure 2.11b.

The step model has the advantage of making it easier to identify partitions, because with
this model, when at least one node becomes disconnected, the connectivity goes to zero.
Even though the log-normal model is more realistic, the Gaussian model introduces more
gradual changes in connectivity value that might be interesting when deriving a control law
that has as input the derivative of the connectivity. One way to enable information sharing
is to ensure high connectivity in the topology. High connectivity also helps applications that
require quorum and are affected by network partitions. Therefore, as will be shown in Chapter
3, the connectivity can be also used by a mobility controller that aim in keeping the measured
connectivity of a swarm high.

2.3.2 Network Density and Conductance

Wired networks, benefit of much stable topology on deployed systems when compared to
MANETSs. Specially, when wireless nodes are sparsely distributed over an area, it is expected
that depending on the amount of nodes, some set of nodes might not be reachable via a
multi-hop route. The authors in [51] studied the correlation between the density of nodes and
the connectivity to establish that on a topology with n nodes. By adding nodes to a deploy-
ment, the number of neighbours of each node also increases. Reaching a sufficient number
of neighbours, converts a graph from disconnected to connected, and increasing this number
enough can guarantee connectivity with probability of on. The study proved how to calcu-
late these thresholds: each node should be connected with less than 0.074log(n) or more than
5.1774log(n) nearest neighbours, for the network to asymptotically disconnected or connected
with probability of one, respectively. Figure 2.12 illustrates the k-nearest neighbourhood size
according to the formula previously discussed.

—— 5.1774log(n)

k nearest

0 10 20 30 40 50
# of nodes

Figure 2.12: Connectivity Threshold with Increasing Number of Nodes

It is possible to verify experimentally this statement. We created a scenario with an area
with fixed size, and increased the number of nodes to verify, with the increasing density of
nodes, when the topology reaches a level of connectivity with probability close to 1.
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The results are shown in Figure 2.13, where it is noticeable that, for this area, the algebraic
connectivity Ao starts to increase whilst the number of disconnected nodes start to decrease
with around 35 nodes in the topology. According to Figure 2.12, with 35 nodes a k-nearest
neighbourhood of 7.6 neighbours or more would yield a connected topology. With this number
of nodes the size of the measured k nearest neighbourhood has a median of 7 nodes, value
close to the predicted. Although usually perceived as having a negative impact on network
connectivity, mobility can have a positive impact when exchanging information via gossip
protocols in sparse networks [180]. When the mobility level is low, disconnected nodes or
local clusters might never deliver messages being broadcast in other disconnected clusters.
This situation is reduced when the mobility level is higher. All the results exposed so far were
achieved by utilizing and emulator and a simulator developed during this project. The next
section discuss the methodology used during the whole project in more details.
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2.4 Methodology

In Chapter 1, a brief introduction to the problems we are aiming to understand and solve in
this thesis was presented. First by describing the challenges introduced by multi-hop ad hoc
networks, which are significantly increased with the introduction of dynamicity in the network.
It thus incites curiosity not only to assess how previous solutions behave in such deployments,
but also what could be done differently to overcome such challenges. Furthermore, we try to
answer the question if could we create models and tools to support our own research and of
others? Can we use these models and tools to study solutions that could potentially enhance
the performance of distributed applications in dynamic networks?

In order to view and recognize such challenges, quantitative data had to be gathered.
We aimed then at finding the correct tools and procedures to collect such data by using
existing state of the art tools and models when possible, and to propose and develop our
own when required. Most of the research presented here used data collected with realistic
simulation scenarios based in existing research, and in some specific cases existing datasets
that are identified and referenced. For each scenario, sufficient information is given to enable
reproducibility of the experiments. The guidelines from [13] were followed as much as possible
for each experiment performed with using emulations and simulations with a fluid model, as
explained in the following subsections.

2.4.1 Emulation

For the first part of our research, there was the need to characterize the behaviour of some
existing tools and algorithms with different scenarios that where not the ones aimed by the
originating research. That and the eagerness to experiment with off the shelf applications
pointed us in the direction of emulators, and more specifically emulators that allow controlling
nodes’ mobility and communication interfaces. After experimenting with existing tools, that
culminated to the development of our own framework, which is properly defined in Chapter 4.
The emulator generates realistic network data by creating pcap dumps that can be processed
afterwards for extracting useful information, and extra traces that allow posterior analysis
and reporting. Both dumps and traces are post processed with the help of Python scripts
that automatically generate the figures presented in this thesis. Repetition of the experiments
allow better statistical confidence of the collected data, but known negative effects of running
emulations are also taken in consideration.

2.4.2 Fluid Model

Learning all the benefits and disadvantages from Emulators, we identified the opportunity
to establish a network model, that would fill the gaps left by the emulator, such as the
possibility or running fast simulations and better quality in the results regarding variability. A
lightweight fluid model, properly described in Chapter 3, allowed us to run simulation sessions
much faster and with reproducible collected data, with a level of realism and accuracy that was
enough for the goals of studying the behaviour of swarm control and modelling applications.
Even though the simulator was built on top of such model still function under discrete steps,
the modelled message flow is treated as continuous quantities instead of discrete network
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packets. The simulator is capable of generating detailed tracing information with the same
resolution of the simulation session itself. It can create mobility traces that can be used
to replay the simulation for observation or even re-running the same mobility pattern with
different settings. All data has been also processed and plotted with Python scripts.

2.4.3 Metrics and Benchmarks

Both the emulator and fluid model allow the collection of several metrics useful for algorithm
analysis. Most commonly used metrics for system analysis such as throughput and latency
can be inferred by the individually collected metrics. The list below exemplifies some of such
metrics, and a more comprehensive explanation on how they are derived can be found in

Chapter 3.

e Throughput - It is possible at any point of the simulation, to know how much data is
traversing each node per unit of time.

e Delivered data - It is also possible to know how much data was delivered at the final
destination during the whole simulation.

e Dropped - When implementing the queues with bounded capacity, it is possible to know
how much data was dropped during the execution.

¢ Queue level - Both total node queue level and the individual values depending on the
destination are registered during the whole simulation.

¢ Queue latency - The average latency expected to be introduced by the queue based on
Little’s Law.

¢ Queue age - Average accumulative latency estimated at each node’s queue.

By using these metrics, and implementing different ways of simulating the same scenario,
it was possible to benchmark some solutions against each other. Additionally, by using the
emulator, it was possible to benchmark also existing solutions and algorithms running on host
or emulated hardware.

2.4.4 Discussion and Limitations

There are some aspects that must be taken into consideration when running an emulation[93],
as it is not always needed. An emulation usually consumes resources of the host computer
while trying to keep the real-time scenario, as it tries to keep up with wall-time. All the
emulated resources and the applications being tested are sharing the same computer resources,
and might in some cases be given less priority by the operating system. That creates challenges
for the reproducibility of the collected metrics and usually requires that experiments are run
more times, which is very time-consuming considering the scenarios run in wall-time.
Another important aspect was the difficulty to find academic datasets that reflected the
scenarios tested in this work, which is a common problem in different edge computing scientific
research fields [75], which is a contrast to the abundance of workloads and datasets available
for cloud computing and High Performance Computing (HPC) [44, 163]. Therefore, in most
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cases, synthetic data was used with the appropriate information on how to create the same
data for reproduction. When academic datasets were used, appropriate references were added.

2.5 Conclusions

Cyber-Physical Systems are a class of devices combining computers and physical actuators.
Combining several of them in a way that they can interact with each other to cooperate on
a task defines a swarm of CPS. Such swarms increase mission robustness and allow reach-
ing hard-to-access and distant places by running decentralized applications that require good
balance in the network traffic to function with high performance. In this chapter, we intro-
duced the connection between the CAP theorem and described it in the context of swarms
by establishing a link between consistency and swarm intelligence, discussing how the avail-
ability of the nodes is impacted in dynamic deployments and the network partitions affect
the swarm topology. We showed by experimentation how the dynamic networks impact the
information exchange and how that can impact swarm intelligence algorithms. Furthermore,
we showed experimentally that some main characteristics, such as network connectivity, den-
sity and conductance, are measurable and cause a direct impact on the data flow within the
network. Those characteristics can be pragmatically exploited to enhance the application’s
performance, as will be shown in upcoming chapters. Finally, we discussed the methodology
employed during the whole project, the rationale behind the development of the tools we
proposed, the challenges faced during execution and limitations that need to be taken into
consideration.
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3.1 Introduction

As mentioned in Chapter 2, a distributed computing system is a set of individual networked
nodes that collaborate to execute a task or execute individual tasks that serve a common
purpose. Such computing nodes can be static, as in traditional cloud infrastructures [176] or
HPC centres. Otherwise, they can be mobile [170], which is a configuration more common
in CPS, Internet of the Things (IoT) or Mobile Edge Computing (MEC). When deployed as
mobile nodes, new challenges arise to model, design and test distributed applications due to
their dynamic nature and unreliable network connections. Such dynamic behaviour results in
continuously-changing routes within the network, rendering the network traffic unpredictable
under certain circumstances.

This chapter introduces a new lightweight analytical model to investigate the data flow
in such dynamic architectures, and how certain topologies may hinder the overall system
performance. As a tool, it complements the emulator that will be introduced in Chapter
4. One of the biggest challenges when developing simulation models is scalability. To tackle
this challenge, we model the message passing as fluid quantities instead of discrete network
packets. To simulate the receive, forward and deliver behaviours, the topology is modelled as
a network of connected queues.

We implemented the fluid model in C++ and several other useful modules to simulate
meaningful distributed applications. Previously, other works have been produced with similar
goals, but yet, none modelled full dynamic topologies and could observe and record metrics
during the whole time horizon. This chapter was also published as a conference paper [45].

3.1.1 Traffic Flow in Mobile Distributed Applications

As mentioned in [21] and [12], one of the first steps of modelling a swarm of CPS is to define
the deployment topology or self-organizing models. It is, therefore, crucial to have the ability
to search several different topologies and path-planning alternatives for better traffic flow,
better coverage or both. A lightweight network model that can be employed as a faster-than-
real-time simulator ads some conveniences. Mobile nodes have the intrinsic advantage of
being able to move during runtime and thus rearrange the topology. By being able to quickly
re-evaluate the traffic flow during a mission, the nodes can be potentially rearranged in real-
time to improve the performance as done in [103] for connectivity maintenance. Topology
control is a popular topic in Wireless Sensor Networkss (WSNs) [85, 33], and it is used as
a way to increase network coverage or reduce energy consumption. While discrete network
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models provide a higher granularity level, that is usually not required for many applications.
Hence, models based on fluid mechanics have been proposed as a scalable alternative [154,
16, 133, 100]. Assuming a macroscopic point of view of the network flow, such fluid models
do not keep granular information about each message. Therefore, they can simulate larger
topologies and message flows faster, enabling fast mission planning and opening the possibility
of its reevaluation during runtime.

3.1.2 Contributions

The main contribution of this work is the proposed lightweight, analytical model for dis-
tributed computing in mobile ad hoc networks. Such a model can be used to study swarm
robotics deployments aimed at simulating network flows and finding events that can hin-
der the performance of mobile distributed systems. Due to its modularity, the model can
potentially be extended to study routing or MAC protocols.

3.1.3 Chapter Outline

This chapter defines the proposed analytical fluid model in the following Section 3.2. The
subsequent Section 3.3 defines a detailed system model based on existing state-of-the-art ap-
proaches that allows applications to be modelled and tested. The proposed model’s accuracy
is later validated in Section 3.4 in two ways:

o Modelling a data flow model and implementing on a network simulator (OMNet++),
in MACE and in the proposed analytical model.

o Modelling the steady state performance of a bottleneck node and comparing the results
with the fluid model proposed in [16].

The model is then used to verify the ability to extract valuable metrics for studying
distributed systems, such as throughput and latency, by comparing stress loads on different
topologies. Later, it is used to investigate the behaviour, during the whole simulation runtime,
of factors that might hinder the performance of a specific topology by exposing transient queue
levels and average latency in bottleneck nodes. Finally, the scalability of the model is assessed.
The results are presented in Section 3.5 and Table 3.1 lists most of the notations used in this
chapter to aid understanding.
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Table 3.1: Notations

Symbol Description

Time-step

Number of nodes in the topology

Distance between nodes j and k

Radio communication range

Routing table

Set of nodes serving data flows for a particular node j
Set of nodes being served as next hop for a particular node j
Medium propagation latency

Serialization latency

End-to-end latency

Position of a node

Attraction position of a node

Position variation for a node

Velocity of a node

Limiting area for a mobility model

Flow creation frequency

Age of a message

Position of a message

Queue at p = j for messages with destination e = k
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S
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e

Drainage of queue at p = j for messages with destination e = k

ST

Arrival of queue at p = j for messages with destination e = k
Average flow size
System load

]

D

3.2 Analytical Fluid Model

In this section, we introduce a fluid model that accurately models the message passing in the
network. The model can be implemented together with the models described in Section 3.3
to build a simulator. In this model, each node in the network is abstracted as a queue, and
messages are abstracted as fluid quantities flowing through them.

3.2.1 Messages

In order to model the flow through the topology, each transferred message is abstracted as
M(a(t),p(t),e). Each abstracted message has an accumulated travel delay, henceforth called
age a(t) with a € RT, which will be further detailed in Section 3.2.3; a position p(t) with
p € N,0 < p < n, that represents in which node the message is currently located; and the end
node e withe e N0 <e<n .

3.2.2 Message Queues

As mentioned before in Section 1.3, we abstract the ad hoc network as a network of connected
queues. However, since each message currently located at a node can go to a different down-
stream next hop, each node is abstracted as a set of queues. When a message flows from one
node to another, they are placed in an output buffer as a corresponding amount of data. At
each node, the queues evolve during execution, and data leaves the queues at a rate according
to the currently available bandwidth connecting the two nodes at time t. So, as shown in
Figure 3.1, each node queue is abstracted as N queues, each representing a final destination.
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Figure 3.1: Multi Queue System Abstracting Each Possible Destination on the Topology

When an amount of data flows from node 4 to node k using node j as a route, this amount
will be removed from queue Q,’f and added at queue Q;’? obeying the available departure rate.
Therefore, each queue Q is a set with |Q| = n, and each element represents a destination
node Q; = {Q?, le, Q?, s Q?_l}, and the total queue level at a node j given by Equation
3.1:

n—1
Q,(t) = Z Q;(t) with p(t) =j and e # j (3.1)
i=0

When the level of more than one destination queue of a node n is higher than zero,
they have to share the available bandwidth. Therefore, when a message is transmitted, it
is added to a queue that drains at its maximum rate Bjj(t), with Bj, € R*, which is the

available bandwidth between j and k. Since the system is discretized with time increments
ot, Bji, = Bjot.

Assumption 1. FEvery destination is equiprobable. No model in place favours a chosen
destination or that skew the ratio between ingress and egress.

The individual queue drainage at j for messages with e = k is therefore given by:

Qk(t) ~ .
Df(t) —{ Qj'(t) Bjk(t), if Q?(t) >0

0, otherwise

(3.2)

Since the destinations are equiprobable, there will be more messages served from larger
destination queues; hence the term —(Qf(t) / Qj(t))éjk (t). Each queue increases if flow arrives
from other nodes with a rate higher than the possible outgoing flow. The arrival at j’s queue
with destination k, i.e. j is a routing node from a node i towards k, is defined by Equation
3.3.
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J
n—1 Q (t) D . J .
. im0 - nBij(t), if Q;(t) > 0;R;k(t) = j
a?(t) = z’;ﬁ? Qi(t) " (3.3)
0, otherwise

If the receiving node is not the final destination, its queue will receive a positive arrival
flow with the same rate as the previous hops send. Therefore, each queue level derivative is:

ok(t) ~
%Bjk(t)lgy(t»oﬂjiﬁ

n—1 ~k
Qi (t)
+
; Qi(t)
1#]

Qh(t) = -

Bji(t) ﬂgg (t)>0]lRi,k(t):j

By observing Equation 3.4 for the case when j = k, i.e. data arriving at the destination
node, the rate change of the queue can be only Q? (t) > 0. At the end of the simulation, the
value of Qé‘?(th) when j = k will be the total data received at node j. These equations permit
observing the queues’ dynamics during the simulation execution.

3.2.3 Modelling Average Dynamic Communication Latency

As mentioned in Section 3.2.2, each message M has an associated parameter «(t), which
represents the evolution of the message’s age. The age, an abstraction for the accumulated
delay since the message creation, is incremented every time the latter is being transferred
or waiting in queue before arriving at the final destination (i.e. &(f) = 1). Since messages
are not simulated individually in the proposed model, the end-to-end delay of each individual
message is not measurable. One way of inferring an average value of the latency is to calculate
the average accumulated delay of the fluid. For that, we modelled it by using the conservation
of the first moment.

Assumption 2. The MANET topology is a closed system. All information is created and
consumed by the participating nodes.

The primary rationale behind it is that the first moment, abstracted as aQ), queue level
representing the density of messages at each node, and age representing the accumulated
latency, is conserved when the delayed fluid flows from one node to another '. When messages
are queued at a node, they age, i.e. they start accumulating the delay until they are served
and transferred downstream. Thus, it can be inferred at any moment what is the actual
expected end-to-end delay taking into consideration not only the current queue levels in each
node, but also the accumulated latency from previous hops. For each individual queue Qf ,
there is an associated age af, where o € RT, 0 < a < t3,, and the evolution of the age in each
queue is modelled by:

'This concept is adapted from [34], where instead of queue level, conservation equations where described
for tasks moving from one data center to another.
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[(af(t — 6t) + 6t)(Q5 (t — 6t) — di(t — 0t))+
n—1

+ Z F(t—ot) 4 6t)di (t — ot)] — o (1) QF(t) =0 (3.5)
Rgz;:j

Since, besides the current age, all the elements of the equation are known, a?(t) can be
isolated and calculated at each time step.

3.2.4 Losses and Retransmissions

Any wireless network data transmission can experience losses and delays. On a Transmission
Control Protocol (TCP) connection, every packet transmitted needs an acknowledgement that
it has been received, otherwise, the packet needs to be retransmitted. On a UDP connection,
no acknowledgement is required, and when the application cannot bear the loss of packets, the
request for retransmission needs to be issued by the application layer. Hence, usually UDP is
preferred by applications that can cope with some level of packet losses. In order to simulate
the loss of packets as mentioned in [100], data must leave the queue with a configurable
probability of loss p(t), with p € RT and 0 < p < 1. Therefore, equation 3.4 can be simplified
as:

Ok (t) = d (#)( )+ Z (3.6)
Z#J

So, when losses occur, the data will be deducted from the sending queue level but will not
be added to the next hop queue. In wireless networks, the loss of packets most commonly
occurs due to collisions in the physical medium or hardware error. However, packets can also
be intentionally dropped when the receiving node has its buffer full or as a way to control
traffic on the network to avoid congestion.

Drop Tail

In the drop tail model, data flows through a node n by using its FIFO queue @, as a
temporary buffer before forwarding packets to the next hop towards the final destination.
When the queues are bounded with a ¢4 € RT value, the level of Q,, increases according
to the network dynamics until it reaches ¢mq.. At this point, the queue rejects new packets
that are henceforth dropped. So, at any moment in time, the space available g, for receiving
data from each node in the set of active source nodes S, is defined by Equation 3.7.

Qmax — Qn

5.0 3.7

Qa(t)n =
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Figure 3.2: Representation of a Bottleneck Node Being Fed by Multiple Sources.

Therefore, considering the bottleneck node j with n sources i injecting flows towards k
represented in Figure 3.2, the flow of packets leaving each source node in S; is defined by
Equation 3.8.

_ ggg; Bij (t), if Qz (t) > 0, DZ] (t) < Qa(t)j
Dij(t) = l . - (3.8)
J —qa(t)j5 if Q7(t) > 0,Dy;(t) > qa(t);
0, otherwise

Hence, the effective flows that are actually transferred to downstream nodes can be smaller
than what leaves the source nodes.

Retransmissions

To allow collecting packet drop metrics and simultaneously model the possible retransmissions
initiated by the application layer, the dropped quantities Dy can be calculated by Equation
3.9.

- S0 550 - w0 59

Di;(t)a
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Figure 3.3: Illustration of the Transmit and Dropped Queues on each Node n

As illustrated in Figure 3.3, these quantities are added back to the source nodes’ outgoing
queues for retransmission and saved at a separate drop queue Qg for metrics collection.

3.3 Mobile Ad Hoc System Model

This section introduces a model for mobile distributed systems by modelling its auxiliary
subcomponents: the network, routing protocol, latency, mobility and message flow models.
The models discussed in this section are needed to implement the fluid model proposed in
Section 3.2 as a mobile distributed system simulator.

3.3.1 The Network Model

Unlike infrastructure-based wireless topologies, ad hoc networks do not rely on a central entity
to control connectivity, and nodes are connected when within radio reach from each other.
These network topologies, composed of wireless mobile nodes, are modelled as an undirected
graph T' = (V, E). The set of vertices N is composed by n nodes, where N;, with i € N
and 0 < ¢ < n, and the set of edges E is composed by the edges e = (N;, Ni), where the
distance dj;; < d,, being d, the communication range. The latter is defined by the wireless
radio technology modelled, which allows a maximum bandwidth B € R™ defined in Mbps.

For simplicity, there is no membership control, and every node in the vicinity of one of
the nodes participating in the connected graph T, is henceforth considered a participating
node. In order to establish connectivity between the nodes, the Euclidean distance between
them is calculated, and when dj; < d,., the nodes can communicate with a one-hop distance.
When dj;, > d,, the nodes can potentially still communicate with every other node in the
same connected component via multi-hop routing.

3.3.2 The Multi-Hop Routing Model

There are many routing protocols applicable to mobile ad hoc systems [114]. For this study, a
proactive, greedy, location-based routing protocol was modelled inspired by [52], since all the
required metrics are simulated. Given the number of nodes n participating in the topology,
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with n € Z, the routing table R is a matrix with dimensions n x n. The line index i of R
represents a node in the topology, while each column j represents a destination node from
i, V(i,7) < n. Therefore, the value of R;; represents the next hop data currently in ¢ with
destination j. In this model, to update the routing table, the system periodically evaluates
the current position of the nodes. It runs the Djikstra algorithm [37] to calculate the shortest
path for each origin/destination pair. The table is therefore updated with the next hop
towards every destination that yields the shortest path.

3.3.3 Bandwidth Sharing

The bandwidth provided by the MAC/PHY technologies of a wireless stack is considered to
be fully available for a node. However, considering a technology where all connections share
the same channel such as some versions of IEEE802.11, this system bandwidth is shared
among the sources injecting data into the node and all the other nodes receiving data from
the former. Considering the set of nodes serving data flows to node j, S;, and the set of nodes
Or being served as next hop R, for node j with n destinations, the bandwidth available for
the link between nodes j and k as seen at node j is:

- B
Bji(t) =
’ 15;(t)] + O (1)
However, the receiving node k will eventually be served by other nodes and serve other

nodes as well. So, the actual bandwidth available B}-k might be lower than expected by only
observing j; i.e., every link will be limited by the lowest available bandwidth between two

(3.10)

nodes. Considering any destinations n being served by k:
: Bjr(t), if Brn(t) > Biji(t) (3.11)
By (t), otherwise .

3.3.4 Latency Model

There are two main drivers for delays in a distributed system: communication and compu-
tation. This thesis focuses on the former, and as expected on a multi-hop communication
scheme, this has an impact on the overall network latency due to an accumulation of factors
that add delays at each hop:

e Medium Propagation - Delay added due to the propagation of information in the
medium. In this work, radio waves in the air are considered and their velocity approxi-
mated as C' = 299.792.458 m/s, so the latency t,,, € RT is therefore t,,,(t)x = dji/C.

e Serialization - Delay added for actually transferring serialized data. Considering the
current available bandwidth between the nodes Bji(t) € RT measured in Mbps and the

amount of data to be transferred D € Rt measured in MiB, the latency t, € RT is

D
therefore t4(t) 5 = —=———

(Bju(t)/8)’

The total end-to-end expected latency from origin(o) to destination(d) t,q(t) € RT is there-
fore:
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kn=d
tod) = Y tup()jukn + ts()jukn (3.12)
Jjo=o0
Fn=R7H ()
kn =R, (¢)

Additional delays added by hardware computation and due to medium access layers are
not considered since they are dependent on specific hardware and chosen MAC protocol.
The end-to-end latency can be estimated based on the path followed, and each hop’s delays
estimations [87, 111].

The latency increment added due to an increased distance between two nodes is caused by
the latency induced by the bigger distance that must be covered by the electromagnetic wave
and the reduced bandwidth introduced by the radio signal decay. The former is negligible
compared to the latter and will not be considered. Pathloss can be easily modelled, but
that concerns only the signal power decay, which is not necessarily connected with lower
throughput.

3.3.5 Data-Flow Models

This data-flow model describes how the generated messages are distributed among the par-
ticipating nodes during runtime. It mainly simulates the behaviour of messages being created
by applications in one node and transferred to other nodes participating in the algorithm of
the distributed application.

¢ Round Robin - each node becomes the source of traffic per round, and the source node
is changed with every pre-defined service period defined by A.

e Stochastic - the source node is selected randomly at each round according to a Poisson
distribution. The flows are served following a pre-defined A.

o Fixed - in this model, the source node (selected based on experiment objectives) is
fixed during all the execution, and the destination is defined by a set of nodes. When
left empty, all nodes will serve as destination. The data flows are served following a
pre-defined .

3.4 Model Validation

To validate the behaviour of the proposed fluid model, a scenario where two source nodes
inject data flows towards two different destination nodes via a bottleneck, as shown in Figure
3.4a, was simulated with the model, a simulator (OMNet++) and the MACE emulator. First,
periodic flows of 1kB with arrival rate A = 1 from Sy to Dy and from S; to D; are injected.
After 5 seconds, a second periodic flow of the same size but arrival rates A = 0.1 from Sy to
Dy and A = 0.5 from S; to Dy is introduced.

Figure 3.4b shows the evolution of the total delivered data for each tool and destination
node. It shows that even having fluid quantities that mix in the bottleneck node, it is
possible to achieve results with the same precision as a discrete simulator without the need to
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Figure 3.4: Model validation with a network emulator and a simulator

represent each network packet. In [133], the author proposed a fluid model for representing
the behaviour of a bottleneck node in an ad hoc wireless network. Their model, which
aims to estimate steady-state values, was implemented and validated with a discrete network
simulator. The same scenario and models described in the paper were implemented and
compared to our model, achieving similar results as shown in Figure 3.5 for an exponential
distribution of the mean flow size.

In this scenario, mean flow size f = 0.12Mbit and system capacity C = 5Mbps? are fixed,
while the mean flow arrival increases to achieve a system load p = (Af)/C close to 0.5, which
is the maximum stable load due to the fact that each arriving flow must be served twice
before reaching the destination.

3.5 Implementation and Evaluation

In this section, the described models’ implementations are used to evaluate and illustrate
their ability to study data flow in mobile ad hoc distributed systems. Some stress-test traffic
is injected with the dataflow models described in Section 3.3.5 so that the topologies reveal
potential hotspots and the impact they have on hindering the overall system’s performance.
In order to evaluate the effect of the data flow, the injected traffic is gradually incremented
through the network, configured as in Table 3.2 and runs in a regular Intel i7-8550U home
computer with 16GB of DDR4 RAM. The evaluation then continues in subsections that expose
different features, starting from congestion through latency and scalability. The evaluation
was run with the three different?® topologies illustrated in Figure 3.6.

2 Approximate net capacity of a IEEE802.11b link
3With a fixed number of 18 nodes.
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trary particle during system load saturation.

Table 3.2: Network Configuration

Bandwidth: 54 Mbps
Time Horizon: 100 s
Processing Latency: 1 ms
Route update interval: 1ls

300 I’ 300

200 200
100 \\/ 100

/ I NAN/

100 200 300 400 500 600 700

(a) Ring (b) Crystal

Figure 3.6: Topology samples used for experimentation.

3.5.1 Data Throughput

Even though a mobile ad hoc topology can implement any type of distributed application,
as long as the application requires that data transmission is associated with the execution of
the required task or function, the introduction of network latency shall hinder the system’s
performance. In applications requiring data transfer, the data must be copied or moved before
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the computation associated with such data can start. Some protocols optimize the data usage
to avoid unnecessary traffic flow, but reducing unwanted latencies will allow the system to
transfer more data in the same amount of time.
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Figure 3.7: Network saturation while injecting 3MB, Round Robin w/ variable frequency.

In Figure 3.7a, the goodput, which is the useful data delivered at the final destination,
is represented as it grows together with the injected load until saturation occurs. Also, the
topologies saturate at different traffic levels and with different steady-state levels of goodput.
Such saturation can also be observed in the latency increase, as shown in Figure 3.7b. It
is noticeable that regarding latencies, the topologies behave differently. This is especially
evident in the ring topology, where the nodes do not have alternative routes, which results in
higher latencies due to queue formation.

3.5.2 Congestion

As mentioned in 1.1, when running distributed applications in ad hoc networks, unbalances
are likely to occur in some nodes due to the multi-hop traffic low. Some end-to-end pre-
ferred routes will be established when running topologies, such as illustrated in Figure 3.6.
Consequently, some nodes will have more data traversing them due to the data flow’s char-
acteristics. Such nodes are more prone to congestion, which might increase the end-to-end
latency and, consequently, reduce the performance, as shown in Section 3.5.1. Since the first
goal is to observe the formation of hotspots in the topologies, the queues in each node are
modelled boundless, and no queue management algorithm is put in place. In Figure 3.8a each
node was offloading 0.5 MB of data with the other nodes in the topology from Figure 3.6b in
a round-robin scheduling and interval of 100ms.
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Figure 3.8: Stress load injection of 0.5MB, Round Robin (A = 10).

(b) Average Age

It is possible to observe that four nodes were the preferred routes of the data flow and
allowed the formation of queues. The shadows in the plots represent the standard deviation of
the collected data because since the mobility imposed on the nodes has a random component
to their behaviour, each simulation result will differ slightly. In Figure 3.9 we configure the
same scenario with Drop tail queue with maximum buffer of 15MB. As expected, the since
the congestion point is limited, the queue formation propagate to upstream nodes, increasing
also as a consequence the average age of the messages, as shown in Figure 3.9b. In Figure 3.9¢
it is possible to see that even though only three nodes are congested with full buffer, all the
other neighbouring nodes are affected and start to drop messages, which could be mitigated

with a congestion control algorithm informing them to reduce their sending rate.
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Figure 3.9: Stress load injection of 0.5MB, Round Robin (A = 10) and Droptail Queue with

15MB.
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3.5.3 Latency

Communication latency is mainly characterized as described in Section 3.3.4 and Section
3.2.3. When abstracting unbounded queues in each node, due to the formation of transient
or permanent bottlenecks, the network packets will undergo an extra latency besides the one
created by the bounded bandwidth available for communication. When waiting in a queue to
be served by the communication system, packets undergo an unexpected latency that can be
estimated by Little’s Law [90]. Figure 3.8a also illustrates the expected waiting time in each
node when using Little’s law. Even though this estimation gives an insight into additional
expected latency, it is incomplete since it considers only the system’s current state. The
model described in Section 3.2.3, however, since it represents an average latency based on
the history of the propagated end-to-end latency, can estimate the latter without the need to
measure each message individually.

Figure 3.8b shows the average total latency expected for the messages measured in each
node. It is possible to observe the higher magnitude compared with Figure 3.8a since it does
not represent the expected added latency by each node’s queue, but the average age of each
message that has traversed the node.

3.5.4 Model Scalability Evaluation

One of the main advantages of fluid models compared to discrete models is scalability. The
results in Figure 3.10a, which corresponds to a topology with five nodes, with three of them
injecting flows of 1kB with an increasing arrival rate, shows that with OMNet++ the simu-
lation runtime surpasses the time horizon, even with slow flow arrival. The runtime with the
fluid model is barely influenced by the arrival rate, i.e. the number of network packets.
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Figure 3.10: Scalability evaluation with time horizon of 100s.
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Albeit not majorly impacted by the frequency of injected flows, the fluid model has runtime
more impacted by the number of nodes in the topology. Figure 3.10b illustrates, for different
arrival rates, a randomly deployed topology with increasing node count. Even though the
runtime increases, it remains lower than the simulation time horizon.

3.5.5 Mobility Models

Since this thesis proposes observing distributed systems deployed in dynamic networks with
time-varying topologies, the introduction of mobility models is required. With them, the
nodes’ positions periodically change, and the states of other models are updated accordingly
by recalculating distances between nodes. The following mobility models are implemented
for the evaluation in Section 3.5. A comprehensive list of mobility models that are useful to
ad hoc computing, in particular when dealing with FANETS, can be found in [114], and since
the implementation of this fluid model is modular, it is straight forward to implement new
models.

Attraction Model

The attraction model was created to emulate the situation where a node is ordered to keep
the position on a specific coordinate, but it is unable to execute the command exactly due
to external perturbations, such as lateral wind. Consequently, the node fails to keep its
exact position P(t) € R3 by an error that can be parametrized. To model disturbances,
the attraction coordinates A(t) € R3 are a set of type [x,v,2]. Each Cartesian coordinate
is periodically modified by a random, bounded variation €(t) € R? at a configurable period.
At each time step, the position is changed by a d,(t) = dt/V,(t)(Ap(t) — Pp(t)) based on
a pre-defined velocity V € R*, with §,(t) € R? being a set [z,y,2]. Hence, the position is
calculated by Equation 3.13 and, as a proportional controller, the closer the node gets to the
attraction point, the slower it moves.

P(t+dt) = [x(t) + 0p, (1), y(t) + bp, (), 2(t) + 6p. (1)] (3.13)

Random Walk Model

The Random Walk model is more suitable when the goal is to have a mobility model that
allows the nodes to move freely in a pre-defined area. It mimics applications where nodes do
not have pre-defined mobility paths or when they have, but the scheduling of nodes in such
paths is stochastic. In such a model, a limiting area £, € R? is pre-configured, and an initial
position P(0) = [zo, Yo, 20] is defined in runtime. A random velocity Vy € R is also defined
in runtime, and it characterizes the initial direction given to each node. At each simulation
time-step, the position is updated by a §,(t) (distance equivalent to the velocity and the
time-step) and calculated as shown in Equation 3.13. When there is a collision of a node
with a wall, the velocity has its signal inverted in the axis of the wall hit. As a consequence,
the nodes keep bouncing inside the arena, as shown in Figure 3.11, but for simplicity, the
collisions between nodes are ignored.
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Figure 3.11: The Random Walk Mobility Model.

Motion Control Model

In addition to the possibility of using mobility models as defined by the authors in [45], a
motion control model was also implemented for the mobility of the nodes. With this model,
they can be controlled by the influence of different control laws, from which the outputs are
velocity vectors. Therefore, each node’s j position p; € RM state is updated by an increment

pj-
T 0
pj=|y| = |sin(d)| v+ [0| w (3.14)
0 1

With v € R being the velocity measured in m/s as the resultant of an applied force and
w € R the angular velocity measured in rad/s.

Follow Path Model

As a way to evaluate this thesis’s contributions while the swarm performs a mission, a Pro-
portional Integral Derivative (PID) controller was added to guide a node through a list of
pre-defined waypoints, as shown in Figure 3.12. The output of the PID controller defines the
magnitude and direction of the control vector, with gains defined so that the heading of a
node changes smoothly towards the direction of the next waypoint.
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Figure 3.12: The Follow Path Model Calculates the Current Direction Error Towards the
Next Waypoint.

Considering a node at position (z(t),y(t)) with next destination the way point with co-
ordinates (), yw), the direction 8, that it should be aiming is:

04(t) = atan <M) (3.15)

The error in direction is therefore:

Oe(t) = 0(t) — fa(?) (3.16)
The PID controller is finally defined by Equation 3.17.

dfe(t)
dt

By assigning one node to follow a path and act as a swarm leader, the others can equalize
the heading and velocity by exchanging the state with their k-nearest neighbourhood. By
using the consensus model described in Equation 2.10, eventually, they will follow the same
path as the leader node.

Upia(t) = Kpbe(t) + K; /Ot Oc(T)dT + Kq (3.17)

3.6 Swarm Control Laws

As mentioned in Section 3.5.5, control laws can be modelled to control the mobility of the
nodes. The final output of these control laws is a set of vectors that, when applied to the
node’s controller, induce a movement in the vector’s direction with velocity proportional no
the vector’s magnitude. Due to the limitations in the self-propelled particle propulsion, this
vector must be limited to a certain magnitude V4., which is limited by the physical ability
of the modelled robot.

Assumption 3. The mobile robots current in position (x,y) and moving with direction 0(t)
and velocity V (t), assuming the do not exceed the maximum velocity Vy,az, can freely change
direction towards the new direction commanded by the controller.
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Therefore, considering different controllers produce different output vectors as shown in
Figure 3.13, the robot’s controller will receive as input U/, which is derived from U, by capping
the velocity with V4.

Figure 3.13: Combining the Vector Forces

3.6.1 Connectivity Maintenance Control

The connectivity maintenance control law has as its primary goal to maintain the connectivity,
as described in Section 2.3.1, above a predefined threshold e. The current connectivity, A, can
be calculated at any time as the second eigenvalue of the Laplacian Matrix from Equation
2.11. The control law, therefore, aims to compensate for the error E = A — e. To keep
the value from going below €, when E approaches zero, the energy function V(\), initially
proposed in [136], tends to infinity when the error tends to zero, and converges to a constant
when the connectivity is high, as shown in Figure 3.14.

th(E), if A >
() = § ), A€ (3.18)
0, otherwise

Therefore, the rationale behind the controller is to calculate the gradient of the energy
function 3.18 and create a force in the opposite direction, as shown in Equation 3.19.

LAV _av(h) o

YT Tad; T on odi (3.19)
With,
a‘gy\ = —csch*(\ —€)
A (3.20)




3.6. Swarm Control Laws

59

0 2 4 6 8 10
10 '. T T T T 10
' -==—= V(A) = coth(A — €)
' — e=1
8- | 8
1
1
6 |i 6
= i
= \
1
ap— {4
|II
2+ ‘\\ 2
% 2 4 6 8 18

Figure 3.14: Energy Function used by the Connectivity Controller

3.6.2 Collision Avoidance

Collision avoidance is an important aspect when modelling more realist swarms of CPS. It is
crucial for the availability of the systems that the nodes are free to move in space with a low
risk of collision. The rationale is that when nodes are in collision route, a strong opposing
force is created that forces the nodes to avoid the collision while they are still able to move.

Artificial Potential Fields

Artificial potential fields have been used in swarm control for two main applications, path
planning and collision avoidance. The idea comes from the electromagnetic fields that can
create repulsion or attraction forces. Artificial potential fields can be used, for instance, to
create repulsive forces in known obstacles in the region where the swarm is deployed and to

define inter-node forces. In this thesis, we focus on collision avoidance between the nodes by
using a model proposed initially to model molecular dynamics.

Lennard-Jones Model

Originally proposed as a molecular dynamics model, the Lennard-Jones model has been used
in many scientific applications to model realistic repulsion phenomena with a low computa-

tional budget. The potential field between nodes n; and ny, located at (z;,y;) and (g, yx)
respectively, is defined by Equation 3.21.

V(lk - ) = <(|k‘U—J|) fz (U;jﬂ)lj (3.21)

Where ¢ is the goal distance where the force will grow exponentially, € defines the intensity
of the repulsive force, and a and b are constants that, on the original model, depend on the
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type atom studied. They ultimately define the shape of the curve illustrated in Figure 3.15.
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Figure 3.15: Lennard-Jones Potential Field. a =12b=6 ¢ =2.5 0 = 0.3

From Equation 3.21 it is possible to derive the actual vector force that can be used by a
controller, as shown in Equation 3.22.

uf = —e [(;ﬁi) -2 (C?Zi)] (3.22)

3.6.3 Consensus Controller

The consensus controller aims to match the direction and velocity of all nodes in the swarm.
Using the principle explained in Chapter 2.2.4, a convergence consensus is used with the
goal that their state converge. The state S is composed of the node’s current velocity N,
measured in m/s, and their direction Ny measured in radians. So, in a swarm of CPS, each
node ¢ broadcasts its current state to its 1-hop neighbourhood. Hence, each node builds a
neighbourhood table N;, with which they continuously exchange their state. At each unsyn-

chronized information exchange round, the nodes use Equations 3.23 and 3.24 to update their
local state.

0:i(t) =k Y aij(t)(6;(t) — 0:(1)) (3.23)

JEN;

Bi(t) =k Y aij(t)(v;(t) - vi(1)) (3.24)

JEN;

Figure 3.16 illustrates one example topology where we can apply the consensus controller.
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Figure 3.16: Example Graph with Radio Range Representation.

This topology creates the following adjacency matrix.

01100
10011

A=1{1 000 0 (3.25)
0100 1
01010

We simulated that nodes exchanged information about their state every 100ms and kept
ng constant as a leader. The results of the evolution of their direction are shown in Figure
3.17. As expected, increasing the constant k, increases how much the state is updated at
each communication round. However, increasing it too much leads to instability, making the
consensus impossible.
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Figure 3.17: Effect of the k Gain on the Convergence Controller. Update period t=100ms

3.6.4 Combining the Controllers
As mentioned at the beginning of Section 3.6, each controller works independently, but their
output can be combined by performing a weighted sum as shown in Equation 3.26.
U = aU; + U + U, + U, (3.26)
Each controller has one configurable weight associated o € RT, f € RT, v € R* and

neRY witha+B8+~v+n=1.

. U_} - Follow Path, with gain «

—

e U, - Swarm Consensus, with gain §

S

- Connectivity Maintenance, with gain ~
. U_;, - Potential Fields, with gain 7

Figure 3.18 illustrates the direction in radian of each node when one node’s mission is
to follow a predefined path, and the other nodes match speed and direction by using the
convergence consensus controller. In Figure 3.18a, it is possible to see that having a low gain
on the controller induces some error in the direction that eventually dissipates before the next
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way-point. Increasing the gain induces a more tight control but could interfere with the other
controllers.
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Figure 3.18: Direction Representation of Node 6 Using the Follow Path Model.

3.7 Case Studies

It is reasonable to assume that it is possible to use a swarm’s mobility capacity to modify
the traffic flow behaviour and hence also to use it to balance the traffic in the system. Thus,
removing bottlenecks and, consequently, enhancing the overall application performance. To
evaluate this possibility, a simple scenario was implemented as a concept.

3.7.1 Mobility to Enhance the Traffic Flow

The concept is based on a control system since it controls the positioning of some nodes in the
topology based on real-time measurements. The proposed system could even be implemented
in a distributed architecture. The rationale is that each node measures its own queuing levels
and latency estimation in real-time. Nodes with low queueing levels and low average age levels
are nodes with low levels of traversing traffic. On the other hand, a node with high levels
of traversing traffic can see a trend of growing queuing and request a change in topology. A
simple derivative can be applied to the queue level to detect an upwards trend and compare
it with its neighbours. So, if we consider the current queue level as a proxy measurement
for the flow ¥ € R, and assume that it is always differentiable, the queue derivative Q,, will
indicate when inflow is too fast, and an action should be implemented.

Assumption 4. The queue levels are always continuous and differentiable.
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Therefore, each node n needs to constantly calculate the derivative @,, of their queuing
levels and broadcast to their neighbours.

Protocol Description

As described in Algorithm 3, when their own derivative value is higher than the average of its
neighbours by a configurable factor ¢ € R™, they trigger a topology-wise broadcast message
M, = {id,p,(t;)}. The message contains a demand for support identified by a unique id
and their last know position p, at the time of trigger ;. All nodes must mark themselves as
available following Algorithm 1. If their queue level and average age are below a configurable
threshold and they are not currently supporting another node, they mark themselves as
available.

Algorithm 1 Define if Available to Support

a < false > Available
kq > Queue level threshold
ko > Average Age threshold
S > Currently supporting

while true do
if (s == false) then
if (Qn < kq) AND (o, < ko) then
a + true
else if (@, >=k,;) AND (a,, >= k) then
a <+ false
end if
end if
end while

Algorithm 2 Deliver Support Demand

t > Backoff time
S > Currently supporting
DELIVER(MF) > Delivers a request to support

if (a, == true) then
BROADCAST(M, = {nq, dni(t:)})

Sy, < true

an < false

while ¢, do > While backoff timer have not expired
DELIVER (M) > Deliver all possible M, from other nodes
RESET(tp) > Reset backoff time
if (djr(t:) < dni(ty)) then > If other node is closer

sp < false > Disable support

end if

end while

SEND__SUPPORT()

end if

When a node delivers the broadcast and has marked itself as available, it follows Algorithm
2 and broadcasts to the topology an available message M, = {n;q,d;i(t;)}, attaching the
distance between itself and the last known location of the node requesting support. It then
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waits for a configurable backoff time ¢, for another broadcast with a shorter distance. Until

it receives support, the node keeps broadcasting its current position so that the supporter
can follow it. When the supporter reaches the supported node by a distance A that will not
create too much contention, it follows the node, and as a consequence of the routing protocol,

they share the traffic. When the supported node receives the support, it disables the request

for support and stops broadcasting its location.

Algorithm 3 Detect and Broadcast Demand for Support

a + false

kq

ky

An

s

while true do

Ap ¢ CALC__AVERAGE()
if (@ > kq) AND (Q > A,, *k,) then

a < false
§ < true

BROADCAST REQUEST(MY)

end if
end while

> Available

> Queue level threshold

> Neighbourhood threshold
> Neighbourhood average

> Currently being supported

Results

To evaluate the feasibility of this study case, we implemented the algorithms to run in the
fluid model simulator. The simulations were run with the parameters listed in Table 3.3.

Table 3.3: Simulation Parameters

Bandwidth: 54 Mbps
Time Horizon: 160 s
Queue Level threshold (kq): 5 MB
Neighbourhood threshold (kq) : 2

Max. Velocity: 3.5 m/s
Mobility: Static
Swarm Consensus gain Us: 0
Connectivity Maintenance gain U.: 0
Potential Fields gain U_;,: 0

Data Model Source: All nodes
Data Model Target: Node 9
Data Model Period: 0.11s
Data Model Payload: 0.06 MB
Queue Limit: 30 MB
Queue Model: Drop Tail

Figure 3.19 shows that changing some nodes’ position in the topology impacts traffic flow

and allows mitigation of bottleneck formation. That allows a better network flow with an
increase of 2% in total data delivered by the system, which could be enhanced if the topology
was defined as so from the beginning.
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Figure 3.20: Evolution with topology adaptation after XXs

3.7.2 Modelling Quorum-Based Consensus

To simulate traffic created by a quorum-based consensus algorithm such as Paxos, an event-
based model was defined to run together with the fluid model. The model allows the definition
of a leader node serving as a proposer and a set of nodes that serve as acceptors and learners.
It works by scheduling transmissions of proposals based on a start time and periodicity. The
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subsequent messages, such as the promise, accept and accepted messages, are scheduled as
shown in Figure 3.21, based on the current estimated end-to-end delays.

[PROPOSE] [ PROMISE ] [ ACGEPT ] [ACCEPTED]
Vi e

1kB 1kB ariable siz 1kB
¢ TJUUU\ ¢ TJUUU\ B
A 4 h 4 node 1
Y A 4 node 2
A 4 Y node 3
Y \ 4 node n

simulation time (s)

Figure 3.21: Paxos Communication Sequence

The size of each type of message can be previously configured, and the messages are
injected into the fluid model affecting the data flow and, consequently, the queue levels.

3.8 Related Work and Limitations

In [16] and [133], the authors proposed a fluid flow model for representing a bottleneck being
served by multiple sources, while serving one node. Later, in [134], the authors expanded the
work by also modelling resource-sharing techniques for overall performance enhancement. In
addition to modelling such bottlenecks, our work went further with the ability to represent
flows with different routes and considering nodes’ mobility, hence being suitable for dynamic
networks. Furthermore, our model allows the study of transient queue and latency dynamics
during the whole execution, not only steady-state. The work presented in [154] also introduced
a fluid model for ad hoc networks, but with focus on energy consumption. In the domain
of static networks, other works created fluid models based on differential equations, such
as in [100] and even the creation of a framework in [18]. Our model is also inspired by
the fluid model described in [34], and their implementation was used as a scaffold for our
implementation. The main limitation, when compared to discrete simulators, is when there
is a need to investigate detailed network behaviour and implement different wireless stacks.
Our model does not implement detailed contention algorithms, so its overhead must be taken
into consideration by using an approximated usable bandwidth value. The current model is
insensible to flow size i.e. long lived or short lived bursty traffic, so different average flow sizes
yield similar results.
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3.9 Conclusion and Future Work

In this chapter, a lightweight analytical model was introduced, implemented, validated and
tested. Its applicability as a tool for faster than real-time simulations of different deployment
topologies for swarms of mobile distributed systems was demonstrated. The model, even
running on a personal computer, can simulate hundreds of nodes in less time than the simu-
lation time horizon, demonstrating its scalability. We extended the model by adding mobility
control based in swarm consensus and control laws, expanding the possibility of research in
swarm intelligence. We also implemented some case studies exploring the possibility to model
distributed algorithms to introduce traffic flow, and explored the possibility of adapting the
position of the nodes to mitigate congestions. We also plan to update the model so that it
is also sensitive to long and short lived traffic flows; to implement message dropping after a
maximum number of retries by modelling a probability function; and to design a gossip rout-
ing protocol. For applications of the model, future work will allow research on self-stabilizing
topology control mechanisms, optimized node positioning and replica placement schemes for
distributed systems. Due to its modularity, the work can also be expanded to study QoS
and routing protocols. Other works have already modelled MAC protocols that could be
incorporated to our simulator so that we take also in consideration the overhead introduced
by them at each hop.
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4.1 Introduction

As mentioned in Chapter 1, there has been a recent interest growth in mobile distributed
computing, especially in the areas of Mobile Cloud Computing (MCC) [125], MEC [39] and
Mobile Ad-Hoc Computing (MAC) [175]. This growth was mainly driven by the adoption of
IoT, Edge and Fog applications and the market demand for low latency applications in the
edge such as Virtual Reality (VR)/Augmented Reality (AR), gaming and Artificial Intelligence
(AI) applications for autonomous systems [109]. Many simulators and emulators were created
to support this type of research, [98]. However, there is a lack of features in existing emulation
tools available for mobile Edge/Fog computing, with some essential features missing. Among
those missing features, a major one is the possibility of having a full-scale emulated deployment
where prototypes coexist with off-the-shelf applications or more options for mobility control.

Additionally, containers and virtual machines running together with Software Defined Net-
works (SDNs) emulators have enabled system designers to run several nodes of distributed
computers by emulating the topology of a wired network. However, when the application fo-
cuses on nodes running on a MANETSs or a FANETSs, some difficulties arise with the mobility
representation and the behaviour simulation of the nodes’ unstable connectivity. We, there-
fore, propose an emulation framework that enables the deployment of mobile distributed
applications in a virtual environment, so that system designers and developers can easily
modify the scenarios and topologies composed by mobile wireless nodes. As mentioned in
Section 2.4, an emulation tool was also ideal for enabling observations of how existing state-
of-the-art protocol implementations and off-the-shelf software would behave in the scenarios
we envisioned concerting distributed systems running in dynamic networks.

Even though simulation platforms are very useful in early-stage development, emulation
introduces the possibility of running released software or software in late development stage
so that a physical device can easily substitute an emulated node without needing to change
the software. Most of the simulators, cf. Section 4.2, require platform-specific development
with custom libraries and have as goal creating detailed models of each layer of a network
stack. Furthermore, the granularity supplied by the simulators often leads to high resource
consumption from the host computer, which creates scalability obstacles. Also, since in this
thesis the focus is not on studying the network stack itself but instead distributed applications,
there is no need to simulate complex network behaviour on packet level.

Finally, the primary motivation behind developing this emulation tool was the need for
a wireless emulation software which allows designing and testing mobile distributed algo-
rithms and software, such as distributed coordination services, distributed data stores, task
scheduling and offloading. When designing a mobile distributed system connected via wire-
less interfaces, new requirements arise that cannot be fulfilled by existing tools. Section 4.2
illustrates available solutions that also aim in IoT, Edge and Fog environments. The main
features that could not be altogether fulfilled by any existing tool were: support of mobile
wireless nodes through emulation; flexibility in the creation of new topologies such as posi-
tioning of the nodes and mobility models; scalability that allows both a higher number of
nodes and high network traffic; possibility of running applications directly in the host, in
virtual machines or containers and the ability to emulate constrained nodes; capacity to be
integrated with external software for mobility control.

As for the time this thesis was published, it is possible to emulate deployments with
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nodes running x86 or ARM virtual machines, Docker containers, IoT nodes running RiotOS
or Raspbian, and applications running directly on the host operating system.

4.1.1 Fog, Edge and IoT Emulators and Simulators

Fog, Edge and IoT simulators and emulators usually have a network simulator or emulator as
the main component but add some useful functionalities when researching in this field. Such
functionalities usually relate to node management, resource allocation or data placement.
They can also add valuable metrics, such as energy and cost calculations, that resource
allocation, load balancing and scheduling algorithms can potentially exploit.

FogNetSim++ [124] is a toolkit aimed at testing Fog applications in mobile wireless net-
works that has the disadvantage of requiring the applications to be developed inside the
network simulation framework. To work around this limitation, in [43] the author expanded
the work of FogNetSim++ by connecting it to NodeRed!, which allowed users to run real-
istic NodeRed applications in this simulated environment. Virtual Mesh[157, 158] allowed
the creation of simulated nodes on a mesh network by simulating the network on a currently
outdated version of a network simulator. Miniworld [144], on the other hand, uses a network
emulator that can be used to create topologies of wireless nodes. It enables the execution of
virtual machines in such emulated nodes, but it still lacks the flexibility of more complex mo-
bility scenarios. In [64] iFogSim is proposed as a toolkit focusing on resource management. In
contrast, in [107] the author extended the work to add a data placement extension to enable
users to experiment with different policies. MockFog [65] proposes an emulation environment
deployed in existing cloud infrastructure providers to allow the configuration of a heteroge-
neous environment. However, it is not suited for emulating mobile Ad Hoc nodes due to the
limitations in the topology definition and lack of mobility control. It also cannot be used to
emulate constrained devices. EmuFog [101], like this work, uses a network emulator to allow
the deployment of several nodes in a controlled environment. The emulator used is MaxiNet,
and the applications are emulated in a Docker container, as can be done in MACE but lack
the option of adding mobility to the nodes. EmuEdge [179] is an emulator with similar goals
of creating realistic experiments. It uses Xen to create virtual nodes and SDNs for creating
and managing the topologies. It also allows detailed network tracing and replaying traffic
generated by network simulators but lacks good wireless and mobility implementations. It
also lacks the possibility of emulating constrained IoT nodes, focusing on Linux and Android
VM nodes.

Another possibility of testing distributed prototypes in a realistic environment is to use
test beds such as IoTLab [2], which allow the download of applications on physical embedded
hardware and the observation of realistic radio behaviour. More details about these tools are
discussed in Section 4.3. Table 4.1 shows what is, to the best of our knowledge, the current
state of the art and illustrates the features it does not cover.

"https://nodered.org/about/
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4.1.2 Main Contribution

This chapter has been published as a conference paper[46], which had as its main contribu-
tion establishing a framework that enables researchers and engineers to work with all the
aforementioned features in a simplified way. It not only enables the study of distributed
mobile applications, but it also allows faster prototyping since it does not require additional
software-specific skills for designing applications. The main functionalities are listed below:

e Simplified mobile wireless Ad hoc emulation with scenarios and topologies easily con-
figured via GUL

o Emulation of distributed systems composed of Virtual Machines, containers or applica-
tions running directly on the host OS.

o Integration with other tools that can provide mobility models or the possibility of con-
necting with other domain-specific simulators that can provide geo-location information
for the nodes.

e An easy-to-use user interface that can be used for: creating new topologies, observing
in real-time the current position of the nodes, and interactively changing the nodes’
position.

A demonstration of a mobile system running an etcd [42] configuration service is presented
as an experimental evaluation in Section 4.6, where it is compared to a prototype key-value
store. The source code for the emulation topology and the prototype are also available. The
source code of this framework is available at: https://github.com/brunobcfum/ pymace.

4.2 Background

As will be presented in Section 4.3, different emulators and simulators have been developed
with Edge and Fog in mind, and the network component is one of the most important in such
tools. This section presents some concepts and some of the most common of such tools.

4.2.1 Network Simulators

It is common to use network emulators or simulators to evaluate distributed algorithms. Net-
work simulations are further divided into discrete and continuous, being the discrete network
simulation the most common and popular type [150]. In this type of simulation, time can be
sliced and counted in ticks that are set to happen with a predefined frequency. Otherwise,
they can also be event-based, scheduling new events as they are triggered and updating clocks
accordingly. In the former, the period can be set to be close to real-time or not, giving the
user the ability to choose the simulation speed. In the latter, events happen immediately
when possible, and time is counted based on the known period of such events. One advantage
of this type of simulation is the possibility of running simulations much faster than wall time
and reducing the computer’s idle time as long as there are resources available. These types
of simulators, such as OPNET, OMnet++ and NS-3, allow the creation of the whole network
stack as base simulated blocks. The user can choose which components are needed and create
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a stack according to their simulated scenarios, using different protocols and technologies pre-
viously developed or creating their own. The main drawback of such simulators is that new
applications and protocols must be developed inside the framework and can only be directly
ported to a host operating system with an inevitable rework. For example, an application
built to be tested on OMNet++ can only be directly used in NS-3 with some refactoring.

The continuous network simulators are built when the main focus of the study is to analyze
traffic flow that is represented as a mathematical model comprised of ordinary or partial
differential equations [99]. In these types of simulators, usually, fluid mechanics models are
adapted to the use of networks, and the main goal is to study how the traffic of packets flows
in the network, not how each packet individually behaves. Hence, the models focus on the
macroscopic characteristics of the flow. In Chapter 3 we propose one of such fluid models to
be used in different scenarios than the one proposed in this chapter.

4.2.2 Network Emulators

Another class of software are network emulators, such as GNS3 [58] and CORE [31], which
unlike the simulators mentioned before, aim to mimic the device’s behaviour without mod-
elling in detail each intrinsic aspect. On the other hand, the replacement of an emulated
network interface is imperceptible by the applications. So, they allow the system designers to
experience a more realistic approach for the tests since the emulators provide for the running
application the perception that it is running on real hardware. In Linux environments, this
is usually achieved by using virtual devices (TUN, TAP or VETH). They create a connection
between kernel space and user space, allowing user space software access to lower levels of
the network stack usually available only for the kernel [72]. Both NS-3 [110] and OMNet++
[66] have added the capability to emulate network devices by also using TAP interfaces and
simulating the physical environment with discrete events scheduled by a real-time scheduler
that tries to keep up with the computer wall time. Some problems arise when using discrete
simulators with emulation capabilities such as OMNet++ and NS3 to emulate close to real
deployment scenarios. Due to the difficulty of synchronizing the simulator scheduler with
the computer wall time, when network traffic is high and there are too many events to be
processed, many packets are dropped. This behaviour will be further discussed in Section 4.5.

4.3 State of the Art

This section presents a review of prior work relevant in the context of emulation for Edge/Fog
environments, highlighting why they cannot fully meet the requirements for fast, easy-to-
instrument mobile distributed application development.

4.3.1 FogNetSim—+-+

FogNetSim++ [124] is a simulator built with OMNet++ that proposes an open-source toolkit
for modelling new fog applications. This simulator fails, like many others, to allow simulated
applications to be directly deployed without needing to adapt to an environment outside
the OMNet++ simulator. In [43] the author expands the usability of FogNetSim++ by
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introducing a communication channel® between the simulator and the application NodeRed?.
The concept allows users to develop applications and test them in a simulated platform
before deployment. The author’s goal was to eliminate the intermediate step of developing the
application twice, once for simulation and again for deployment. The proposed platform allows
the creation of applications on a market-accepted platform for developing IoT applications
and their integration into the simulation platform with minimal adjustments.

The concept idealized by the author is similar to one of the goals we had: code once,
simulate and deploy. This work also aims to introduce an emulation platform that allows
users to create their applications without having to produce an emulation platform-dependent
application code. However, we aimed to go further by providing the option of running not only
applications aimed at IoT devices but also possible Virtual Machines (VMs) and containers
that can run in edge clouds or cloudlets.

4.3.2 iFogSim

iFogSim, proposed in [64], is a modular toolkit with key features for Fog simulation, such as
power monitoring and resource management, and is initially based on the well-known cloud
simulator CloudSim|[24]. A Graphical User Interface (GUI) allows the user to create the
topologies by placing components such as fog devices, sensors and actuators. In this simulator,
applications are defined and modelled inside the toolkit, which is useful when studying fog
infrastructure but not as much when the focus shifts to application development. In [107],
the author extended the work of iFogSim to add a data placement extension to enable users
to experiment with different policies.

4.3.3 MiniWorld

Miniworld [144] is an project that proposes an emulation framework similar to the one we
propose. It also uses CORE as the network emulator, and provides the possibility of deploying
virtual machines and containers as emulated nodes. It, however didn’t include mobility models
or the integration with other simulators or external tools. Another missing feature was the
possibility of running constrained nodes with QEMU, embedded operating systems and host
applications. Features that were included in MACE.

4.3.4 Virtual Mesh

VirtualMesh works by creating TUN virtual devices on the Linux host and connecting them
to a OMNet++ emulation session. Host applications can access virtual devices as if they
were real devices. Hence, any packet created by the Linux kernel network stack is routed to
the simulation by a helper application. To do so, the author created a separate scheduler for
OMNet++ that works in real-time so that applications can work by following wall time. This
scheduler opens UDP sockets in the host, where the help application can connect and send
the packets created. This functionality was lately incorporated natively in OMNet++, and
in the most recent versions, adapted to use a different approach. The main drawback of this
approach is the impossibility of OMNet++ in handling high traffic flow.

2By using named pipes.
Shttps://nodered.org/about/
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MACE Framework

pymace macevue (GUI)
Linux Namespaces Realtime
Observer
Emulator runner Tracing
Topology Manager
Virtual Machines| [Host apps: IoT apps: tcpdump
/ Containers:
- Terminals - RiotoOs S -
- X86 QEMU VMs - Distributed | |- Raspbian De;ig%;zt
- ARM QEMU VMs Applications
- Containers - Prototypes
(docker) Execution
Control
Network emulator Mobility Control
= o Manual Interaction Automatic Control
biredy |- GUI control - Mobility models
emor - External Software
Access

Figure 4.1: Framework Architecture

4.3.5 EmuFog

EmuFog [101] is an open-source project started with the goal of creating a test environment
for fog applications. Like the emulator we propose, it uses a network emulator, MaxiNet, to
allow the deployment of several nodes in a controlled environment. Applications are emulated
in a Docker container, as can also be done in MACE, but lacks the option of adding mobility
to the nodes.

4.3.6 Avens

Avens [97] is a framework developed for an older version of OMNet++, that proposes a
system where a flight simulator can control the mobility of the nodes. The nodes’ mobility
is controlled by the flight simulator X-plane, and the framework also includes a tool called
Larissa. The former allows automatic code generation for OMNet++ by using configuration
blocks. The main goal of the proposed system is to facilitate the development of new network
protocols and technologies for aerial systems by providing a simulation environment. The
system lacks, however, the ability to test existing applications as proposed by MACE, and
the possibility of using different mobility models.

4.4 Proposed Framework
The proposed mobile emulation framework creates an environment composed of different

modules that can be configured according to the need, and Figure 4.1 illustrates the main
modules.
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4.4.1 Network Emulator

Two different network emulators were considered for developing our emulator, tested and
initially provided as options: OMNet++, with the Emulation capability supplied by the
INET Framework, and CORE.

OMNet++

It is open-source software written mainly in C+-+ that is vastly used in the academic world
and has good acceptance in wireless simulation studies. The idea of OMNet++ is not to be
a simulator, but a framework mainly used to build network simulators. Therefore, it features
several libraries that can be coupled to build a network stack that works as a simulator
after being compiled. Additional features can be added to OMNet++ through third-party
frameworks. The most crucial framework is INET, which among other things, adds the
functionality of creating emulated network interfaces when using a real-time scheduler. When
using OMNet++/INET emulation feature, the network stack is split so that part of the stack is
emulated in the operating system by creating virtual network interfaces, and part is simulated
in OMNet+-+. The rationale behind that decision was to exploit OMNet’s ability to simulate
different physical environments, propagation media and mobility patterns for the nodes. The
kernel built-in option of creating TAP devices is used to create virtual network interfaces on
Linux, so that layer two packets can be available to userspace applications.

Node Node
Linux Namespaces Linux Namespaces
TAP TAP
Device Device

Data link Data link

Physical
Layer

Physical
Layer

OMNet++

Figure 4.2: OMNet++ Emulation Stack

Applications running on the host operating system see those virtual network interfaces as
real interfaces. So, an application created to run in this environment can be transported to an
actual network node without changes. Creating several virtual interfaces in the host operating
system allows the simulation of what would be several nodes distributed across a network.
However, a problem arises when all nodes need to open the same port. Since all interfaces
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are running in the same network namespace, when a POSIX socket is open using one port, it
owns exclusive access to the port as long as it is open. Running the simulation would require
that each process would run the protocol in a different port, but that can be avoided using
Linux network namespaces. When using that, each process becomes, at some level, isolated
from the others, and they can see only the network interfaces inside their namespace.

CORE

The open-source project CORE works similarly to OMNet++ when it runs emulated inter-
faces, but the depiction of the wireless interface is less customizable. Additionally, instead of
using TAP interfaces, it uses VETH interfaces, which, despite being a different technology,
achieves the same results from the perspective of an emulated node. It uses nftables to control
the connectivity in the physical medium, similar to the Unit Disk Radio module from OM-
Net++. This means the signal attenuation is not realistically represented, so the Cartesian
distance between the nodes defines the connectivity. Figure 4.3 illustrates CORE’s emulation
stack.
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Device
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Device
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(terminal interface to
namespaces)
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Figure 4.3: CORE Emulation Stack

CORE uses, by default, the solution with Linux namespaces to create a simple container
where the applications can be run by making use of the vemd module. All the functions
of creating, configuring the nodes, and controlling the traffic are made by the core-daemon
module. To connect the interfaces that are created inside the namespaces, devices are created
outside as their VETH pair counterparts. When the user needs to emulate a more realistic
representation of the wireless interface, considering propagation delays and signal decay due
to the specific medium characteristics, the user can associate the emulator EMANE [41]
together with the CORE emulation session. EMANE focuses on mobile ad hoc networks and
has different radio models, such as IEEE802.11abg, Time Division Multiple Access (TDMA),
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Long Term Evolution (LTE) and Radio Pipe. It is also an open-source project and is currently
maintained by a company called Adjacent Link. CORE session nodes can also be associated
with other software to control the routing between the nodes. It is pre-configured to allow
the use of the routing suite Quagga, but the protocols supplied are not well suited for ad hoc
wireless networks.

Routing Protocol

Another essential framework component is the routing protocol, which enables multi-hop
communication between mobile nodes. Many different protocols have been created, and each
one has an advantage or specific goal depending on the application [114, 4]. Our emulator
needed a routing protocol implemented in Linux, which could be used in generic applications
and work well with mobile nodes. A comparative study [153] has been made with some of the
most prominent protocols for MANETs and FANETs: Ad Hoc On-Demand Distance Vector
(AODV) [118], Optimized Link State Routing Protocol (OLSR) [69], and Better Approach to
Mobile Adhoc Networking (BATMAN) [14]. BATMAN V was found to have a better packet
delivery ratio with mobility and could maintain good connectivity even with high mobility.
It is also a proactive protocol which can reduce latency since it constantly updates the best
route among the nodes.

4.4.2 Mobility Control

The mobility module of the framework is a software capable of controlling the position of
each node in the simulation via manual input or automatic control. The automatic control
can happen via the implementation of mobility models or an interface to external software.
The positions are fed into the network emulator that, based on configurations of the wireless
interface’s radio range, connects each node taking part in the distributed application. A
mobility model must be considered to control the nodes’ position in the emulated scenario
automatically.

When using CORE as a network emulator, mobility is quite limited. By default, the
only option to add mobility is to create predefined scripts associated with each node. They,
therefore, loop through this script, creating a repetitive movement. Nodes can be initially
placed with the help of a graphical interface supplied with CORE. To avoid this limitation,
it has been integrated into the proposed framework, an option to use a Python library?. It
can be used to control the nodes’ mobility so that their position can be injected into CORE
emulation session. The following mobility models are included in the library:

o Random Walk

o Random Waypoint

e Random Direction

e Truncated Levy Walk

¢ Gauss-Markov

“https://github.com/panisson/pymobility
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e Reference Point Group Mobility model

e Time-variant Community

OMNet++, on the other hand, comes with several mobility models provided by the INET
framework, so the user only needs to configure the emulation session according to the pattern
more suited to the application. The following models are included out of the box:

e CircleMobility

o TurtleMobility

o GaussMarkovMobility
o FacingMobility

o BonnMotionMobility
o StaticGridMobility

e StationaryMobility

e Spiral

e Drones

Due to the proposed framework’s modularity and the fact that CORE sessions can be
started from Python scripts, other types of domain-specific simulators can potentially be
used to control the nodes’ mobility. A proof-of-concept experiment is later introduced in
Section 4.5 where a Uncrewed Aerial Vehicle (UAV) Flight simulator is used to update nodes’
positions in CORE. Other works have also introduced similar functions with OMNet++ [97]
[168].

As mentioned before, mobility can also be controlled by an external agent connected
to the specific domain of the application. The emulator was connected to an open-source
UAV flight simulator to test this ability. Paparazzi® is an autopilot developed for fixed and
rotary wing UAVs that can be compiled and deployed to many different micro-controllers and
autopilot boards. When using Paparazzi, all the UAVs are controlled by the ground station
via radio commands. However, it is also distributed with a flight simulator, where the radio
link between the UAVs and the ground station is replaced by UDP sockets communicating via
pprzlink®. The proposed framework also includes a proxy for the pprzlink that can capture
all packets exchanged between the simulated UAVs and the ground station, acting as a man
in the middle. As a result, the emulator can capture in real-time the actual GPS position of
the UAVs and convert it to a position in the emulated topology.

Shttps://wiki.paparazziuav.org
5A communication protocol developed for serializing Paparazzi communication.
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4.4.3 Distributed Mobile Applications

Running emulation scenarios instead of simulated applications created inside simulation frame-
works creates opportunities to run distributed mobile applications in more diverse scenarios.
That consequently increases the ability to create heterogeneous sessions by running some
nodes directly on the host and others inside virtual machines or containers, as shown in
Figure 4.4.

Docker
Container
EMULATION
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RiotOS
Compiled as

Linux Native Native

Application

Figure 4.4: Emulation Options

To achieve such scenarios, one can run the same protocol in different operating systems
using virtual machines. Each VM can be tuned with different hardware definitions, such as
available persistent and volatile memory or the number of processor cores. Furthermore, it is
also possible to mix nodes running in different architectures, such as x86 and ARM. The same
is true when running native applications with others made for different operating systems,
such as Riot OS or other embedded OSes that can be compiled as a host application for
testing. The sections below describe how each option is implemented in the framework.

Linux Native Applications

When running applications inside Linux namespaces, due to the isolation, they can open sock-
ets using the same port number. Hence, it is possible to run any application that accepts more
than one simultaneous process instance. That allows, for example, testing several instances
of web servers, distributed file systems or any application. An evaluation environment was
created to run a mobile distributed experiment with eted, and more details can be found in
Section 4.6.1. When it is necessary to increase the isolation level, the application can be run
as a VM or a container. That adds the drawback of consuming more resources from the host
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computer and, consequently, allowing the deployment of fewer emulated nodes.

Running Virtual Machine Nodes

Instead of running distributed applications directly in the host operating system, it is also
possible to run guest virtual machines (VM). The framework allows running a VM in each
node where the virtual network interfaces will be bridged to the emulated one. The framework
provides a simple way of managing the pre-configure VMs images, which can be x86 or ARM
for embedded devices. The overall architecture can be observed in Figure 4.5.
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Figure 4.5: Virtual Machine Architecture

Besides being able to choose VMs to run in each node, it is also possible to choose Docker
containers, therefore consuming fewer resources from the host machine.

Running Embedded Operating Systems

A critical step of developing distributed algorithms for heterogeneous IoT devices is the abil-
ity to test them on different operating systems and hardware with unbalanced performance.
Nowadays, many embedded OSes are available, and RiotOS?, for instance, has active devel-
opment and commitment to keep a reduced footprint whilst enabling the latest technologies

"https:/ /riot-os.org/
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to be implemented. RiotOS allows compiling the firmware as an x86 (native) application for
testing. It can run with the wireless interface being emulated by a TAP interface, which the
framework can bridge to an emulated interface. With that, one can test the communication
between the emulated firmware and other nodes in the system, such as an edge server running
on a virtual machine in another node.

4.5 Evaluation of Network Emulators

Since the network emulator is an essential component of the framework, some tests were run
to assess the maximum performance that can be expected from them and build a baseline for
further assessments. For that, benchmarks were taken with iperf3%. The reasoning was to
inject different traffic flows into a topology and measure the throughput and losses. All the
tests were performed on the computer described in Table 4.2.

Table 4.2: Test Platform

Processor Manufacturer / Model: || AMD / Ryzen 7 1700

Number of cores 8 (16 Threads)

Cache L1,L2,L3 768kB, 4MB, 16MB

Memory 16GB DDR4

Emulator OMNet++ 5.6.1 and CORE 7.2.1
Operating System Linux Mint 20 x86 64bits
Routing Protocol B.A.T.M.AN V?

The experimented topology is composed of nine symmetrically displaced nodes with an
equidistant one-hop distance between each other. Figure 4.6 illustrates the topology. An
emulated wireless ad hoc network with the parameters set as illustrated in Table 4.3 was
created in OMNet++ and in CORE.
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Figure 4.6: Symmetrical topology

Shttps://iperf.fr/en/
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Table 4.3: Emulation parameters

] Setting H OMNet++ \ CORE ‘
MTU 1500B 1500B
Interface ExtUpperleee80211Interface | N/A
MAC Ieee80211Mac N/A
Management Teee80211MgmtAdhoc N/A
Op Mode AC N/A
Bitrate 433.3Mbps 433.3Mbps
Number of antennas || 6 N/A
Delay N/A 1300us
Jitter N/A 5 us
Error rate N/A 1

Below, the results for latency and throughput are presented. These establishes a baseline
for what can be expected as maximum practical data throughput for any application running
in similar conditions.

Latency

For the latency, the measurements were taken as a round trip between one node in the corner'’

and all other nodes in the tested topology. Ping was used since it is a trivial and effective
way and adds only a small overhead when configured with a small payload. For the basic
range model used in CORE the latency is pre-defined in the configurations, so its value was
set to match a similar latency achieved by the OMNet++ emulation illustrated in Figure
4.7a. The median latency measured when using CORE was similar to the designed, as can
be seen in Figure 4.7b. This way, the values would be more comparable when measuring the
throughput.
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Figure 4.7: Measured latency from one Node as Reference

1%Since they are equidistant, any corner node should yield the same results.
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Throughput

For measuring the throughput, the worse case was considered. Flows were created traversing
the maximum distance available in the topology between the nodes in the diagonal opposing
corners.
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Figure 4.8: Measured throughput from one Node as Reference

When using OMNet++, the real-time scheduler needs to keep up with processing all the
packets in the whole topology. Furthermore, the scheduler must run in only one thread, and
as seen in Figure 4.8a, when there are too many packets, it cannot keep up. Even when
injecting throughput below the theoretical expected based on the configuration, it can deliver
less than 2Mbps. So, all injected flow beyond this threshold is ultimately dropped, with losses
reaching almost 100% when injecting 100Mbps. Conversely, CORE could keep up with the
injected flow whilst keeping the error rate fixed in the configured value of 1% per hop, as
can be seen in Figure 4.8b. Using OMNet++ for emulation sessions seems disadvantageous
compared to CORE, unless the user needs to study the detailed behaviour of different radio
technologies or medium access protocols, for example.

4.6 Experimental Evaluation of Distributed Mobile Applica-
tions

4.6.1 Emulation tests with etcd

eted [42] is a distributed key-value store with broad acceptance among system designers and
is used by tools largely used in production, such as a configuration service for Kubernets. It
provides strong consistency among the nodes by using Raft as a consensus protocol and can be
used by any application that requires a consistent key-value store. For this proof of concept,
the proposed framework is used to create an emulation session with the designed topology,
and etcd is deployed in namespaces using ramdisks as storage units. Etcd has available on
their website baseline performance figures'!, alongside a benchmark tool that can run in any
deployed system. Since the traffic flow when testing etcd is too high, only CORE could be
used, and the testing platform and settings are the same already shown in Table 4.2 with the

Hhttps://etcd.io/docs/v3.4.0/op-guide/performance/
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topology presented in Figure 4.6. The tests were performed with the same parameters stated

on their website and shown in Table 4.4.

Table 4.4: etcd Parameters

Key size 8 Bytes
Value size 256 Bytes
etced version || 3.4.13
Fixed leader || Node 3

Table 4.5: etcd Results

1 con. 1 cli. Baseline ‘ 1300ms ‘ 300ms ‘ 300ms mob.
Average QPS 583 231 567 40
1.6ms 43ms 18ms 24ms

Average Latency

Average QPS
Average Latency

The results are below the baseline, which is expected considering the high latency config-
ured in CORE for the links. Reducing the latency to 300ms instead of 1300ms, increased the
average queries per second to 11172, and the average latency was reduced to 85ms. Mobility
was then added with the random walk model, where nodes could move freely in a square
area. As seen in Table 4.5, with mobility, there is a considerable decrease in performance,
with lower throughput and higher latency.

4.6.2 Distributed key value store

A key-value store was designed, verified and tested to verify how the proposed framework
helps in prototyping new distributed applications. The application uses a multipaxos log as
the consensus algorithm and has an eventual fault detector handling leader election.

The applications were emulated using the same configurations and topology as the etcd
emulation described in Section 4.6.1. For the tests, one client was connected to the endpoint
of the leader 200 write operations were performed with a key of 8 bytes and value with
increasing values. The throughput and latency results are presented in Figure 4.9.

Therefore, a designer can prototype new mobile distributed applications and run existing
ones whilst having control of the nodes’ position in real-time. Being able to state of the art
applications is valuable when creating prototypes to have reproducible benchmarks.

4.6.3 Various Consensus Protocols with Mobility

As mentioned before, running quorum-based consensus deployed in dynamic networks pose
challenges due to the fallibility of the communication links. When designing the most com-
mon protocols, some link failures are usually expected, but not with the frequency observed
in swarms of CPSs. In [3], the authors evaluated the performance of different multipaxos
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Figure 4.9: Key Value store Results

algorithms and made freely available a library with the implementation of those algorithms.
Therefore, we introduce here some benchmarks run the pazi library and MACE, deployed
in the context of swarms of CPSs. The links were configured for these tests with 433Mpbs,
1000ms of delay, and no error or jitter. The paxi library was configured as per [3].
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Figure 4.10: Saturation of Paxos Protocol with Fixed Topology and TCP and UDP Transport
Protocols

Figure 4.10a shows the results when the topology is fixed, and the transport protocol used
is TCP and UDP. As mentioned in [3], the leader-based consensus protocols eventually create
a bottleneck in the leader node due to the excess of messages to process when compared to
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the other nodes. When considering an Ad hoc network, this issue is eventually also present
in the network layers for the nodes surrounding the leader since they serve as a route for
packets. This effect can be visualized in Figure 2.4 in Section 2.2.4, where it is observed the
higher number of packets on the leader node. A significant drop in performance is observed
when mobility is introduced, as shown in Figure 4.10b. In this particular case, the nodes
can move with the random waypoint model across an area of 300 by 300 meters, with speeds
between 1.5 and 3 meters per second. As mentioned in Section 2.3.2, by increasing the
density of nodes, the messages have a higher probability of reaching the destination, which
helps increase the average performance. Also, by increasing the number of nodes, the quorum
required for Paxos to maintain liveness is higher. So the best performance was observed when
having more nodes, but not configuring all nodes as replicas. The communication complexity
of Paxos has a bigger negative impact the higher the number of replicas, so a trade-off must
be considered between safety and performance. These tests were run with the configuration
of an adaptive leader, which means that the leader remains fixed throughout the simulation
for the Paxos protocol.

4.7 Future work and Limitations

One of the main observations in this work was the issues when running OMNet++ as the
network emulator. When increasing the number of packets, the emulator cannot keep up with
the traffic even though the computer processor usage does not reach its limit. That could
indicate that the code can be enhanced to achieve better results. Another observation was
that when using CORE, the BATMAN routing protocol requires more than 20 seconds for
the routes to converge so traffic can start lowing. When using OMNet++, on the other hand,
it requires less than 2 seconds.

In future improvements of the MACE framework, new functions useful when experiment-
ing with Edge/Fog infrastructure are still to be added: cost model, automatic application
migration and energy model. Also, to increase scalability, we plan to explore CORE’s feature
of running distributed emulation sessions.

4.8 Conclusions

In this chapter, we introduced the MACE emulation framework, which is aimed at Edge/Fog
application development, focusing on Mobile Ad hoc Computing. It was built on top of exist-
ing network emulators and introduced new features that enable fast application prototyping,
instrumentation and emulated deployment. The main functionalities were demonstrated by
experimenting with an off-the-shelf distributed configuration service and a prototyped dis-
tributed key-value store and showed how an emulated environment could be deployed to
enable reproducible research with mobile distributed computing. An emulation tool allows
the user to use the paradigm of coding only once during the development and research cycles.
The same prototype code can be tested under realistic scenarios, even simulating a MAC
protocol. The prototypes can be deployed on a mobile multi-node platform that otherwise
would require time-consuming tasks of firmware updating. It is, however, impacted by the
side effects of emulation, such as execution in wall-time, and competition for the computer
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resources by the several components. Most of these side effects can be overcome by using fast
simulators, such as the one we introduce in Chapter 3. For future work, we plan to leverage
the built-in functions for distributed emulation available in both CORE and EMANE. This

emulation framework is open-source [22] and in constant development.
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5.1 Introduction

Recently, there has been increasing interest in UAS for many real-life, civilian applica-
tions [148], including real-time monitoring, remote sensing, search and rescue, agriculture
services and delivery of goods. In addition, a rapid growth in the number of drones in activ-
ity is expected, especially in very low-altitude airspace with high demand in densely populated
areas [151]. According to [135], European Union s SESAR predicted fully autonomous flights
to start in 2025, while in 2035 autonomous flights with passengers. The authors also mention
a forecast that by 2035, 98% of aircraft operating in Paris airspace will be autonomous. Un-
manned aircraft can still have a pilot located in Visual Line of Sight (VLOS) to guarantee
safety in case of conflicts with the aircraft original path. To allow flights BVLOS, an increased
level of safety and automation is required and currently, when allowed, they still require a
pilot in command. The current Air traffic management (ATM) system is not enough to cope

93
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with the requirements for autonomous UAS flights. That highlights the urgency of a UTM
system capable of dealing with autonomous flights whilst delivering the adequate level of
safety.

One of the key components of the emerging UTM system is the capability to track the
vehicles’ positions. Currently, tracking and position reporting of aircraft relies on long-range
radio communications. Unfortunately, a large number of vehicles communicating through
conventional RF in densely populated areas is likely to incur mutual interference and, conse-
quently, poor performance. One way of reducing interference is to limit the range of the wire-
less radio, which in conjunction with the limitations introduced by the buildings, can render
systems such as Automatic Dependent Surveillance—Broadcast (ADS-B) unfeasible. Further-
more, it remains unclear how the current ATM systems could be redesigned to enforce highly
available, consistent position reporting to meet safety and performance requirements of novel
UTM systems.

This study aims to investigate the feasibility of a novel tracking and position reporting
system that could replace ADS-B in the context of UTM and UAS. The rationale behind it is
two-fold. First, the new system should allow small autonomous vehicles to communicate with
low-cost, low-footprint, short-range wireless interfaces and broadcast real-time data with local
stations in the vicinity. Second, the system should rely on distributed computing techniques
to share positioning data of vehicles with high availability and strong consistency, allowing
even aircraft beyond line of sight to have updated information, ensuring proper functionality
of their own applications.

UTM
Service
Provider
Air-traffic
Control

Figure 5.1: Distributed UTM Data Service

In this Chapter, we introduce a system architecture to reach the aforementioned design
goals by deploying a distributed tracking and position reporting system throughout Radio
Access Network cloudlets stations, as depicted in Figure 5.1. The architecture provides per-
formance requirements, such as low-latency, high-throughput data exchange, thanks to 5G’s
communication capability. To meet the requirements of a consistent and highly available po-
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sitioning data sharing, our architecture leverages the functionalities of a strongly consistent
distributed key-value store. Preliminary results based on mobile systems’ emulation suggest
that this architecture meets both performance and safety requirements of emerging UTM’s
tracking and position reporting system.

5.2 State of the Art

5.2.1 Unmanned Traffic Management

The rapid expansion of the market of small UAS has created new risks for civil aviation
[94][135]. That increases the need for regulation and deployment of a fully functional UTM
[40]. Some governmental agencies have been more prominent in UTM proposals, such as the
USA with NASA/FAA and European Union’s SESAR/U-space. In [76], the author described
NASA’s research initiative related to the concept of operations (ConOps). NASA established
a research platform which is used together with their partners to test and evaluate the chal-
lenges and solutions proposed for each of the technical capabilities associated with UTM. For
NASA/FAA the UTM is set to evolve incrementally according to Technical Capability Levels
(TCL), and some research works have been conducted in order to verify the full development
and verification of TCL levels. In [132], flight tests demonstrating the most basic TCL levels
1 and 2 were performed even with BVLOS for unpopulated areas. BVLOS in populated
areas is introduced in [131], where the authors performed a flight demonstration of TCL3. In
[26], the author demonstrates TCL4 capabilities using simulation tools and emphasises safety
by describing in detail the SAFE50 architecture. U-SPACE/CESAR Concept of Operations
[119], as shown in Figure 5.2, has a level system similar to NASA/FAA that increases with
the technology capability of supplying high levels of automation, but characterized by the
services that the UTM system can supply. The foundation services (Ul), being related to
infrastructure, such as geo-fencing, registration and identification. Meanwhile, the full ser-
vices (U4) must supply integrated interfaces with manned aviation, rely on very high levels
of automation, connectivity and digitalisation for both the aircraft and U-SPACE systems.

U-SPACE

Full Services

U-SPACE

Advanced Services

U-SPACE

Automatioq

U2

Initial Services

Connectivity

U-SPACE

U1

Foundation Services

Figure 5.2: U-SPACE Service Levels (based on [119])
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The framework on how a UTM system should work and the interaction between the
stakeholders is not yet finalized [102], and many aspects are not clear in order to achieve
the highest levels of autonomy. However, the main proposed architectures are composed of
distinctive applications [80] such as sense and avoid [147, 104, 116, 178], path planning [17,
162, 161, 27], which rely on the fact that trustable data can be shared among stakeholders
with low latency. And NASA/FAA have specified some of the high level functional blocks
of a UTM system, as represented in Figure 5.3, where it is possible to identify the main
stakeholders, and how they interact with each other.

Governmental Agency J ‘ Public Safety J ‘ Public J
Public Sector AN AN /;7
A
Private Sector
Vs =g 3 ~ —
c N
uss

(UAS Service Supplier)

\Weather,
Terrain,
Volumetric
Operation Intent, Operation Intent, Data,
Real-time data Real-time data Surveillance

NN

UAS UAS UAS
Operator/ Operator/ Operator/ e
Service Provider Service Provider Service Provider

Flight Schedul
Trajectory
Real-time data

le Flight Schedule
Trajectory

Real-time data

Supplemental Data Service Provider

Real-time |
data

Real-time |
data

{

Figure 5.3: UTM - Architecture based on FAA and U-SPACE

5.2.2 UTM Stakeholders

As detailed in [102] and [135], the UTM is comprised of different stakeholders, each of which
with specific interests and capabilities.

UAS Service Supplier

The service supplier is an entity that might or not have commercial interest, and helps main-
taining a safe use of the airspace in which it operates. As seen in the architecture in Figure
5.3, it acts as intermediator between the local authorities, i.e a governmental agency, and the
UAS operators. It is expected that one or more UAS Service Suplier (USS) shall operate in
the same airspace, sharing information on a decentralized way, whilst aiming at maintaining
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the reliability of trusted oracles. Such characteristic is necessary to avoid Sybil attacks [177]
on the system that aim in providing unfair competitive edge to a stakeholder.

UAS Operator

The UAS operator is the owner of a fleet of aircraft and is responsible for its safe operation.
It, by supplying origin and destination for its missions, requests the USS for flight schedules
and trajectories. It is responsible for sharing real-time data related to its aircraft’s position,
velocity and state.

Local Authority

Currently, different UTM solutions are being developed with the goal of supplying basic
services for a expected boom of UAS traffic in major cities and urban agglomerations. One of
the challenges in deploying a fully autonomous UTM system is a deconfliction system, which
differs from the current manual deconflict system adopted by ATM. Moreover, deconfliction
can be further decoupled from the first stage proactive deconfliction related to flight planning
and scheduling prior to take-off. All UAS must be equipped with a sophisticated, fast, Sense
And Avoid (SAA) system capable of running either centralized, on a UTM system, for major
route planning and deconfliction, or decentralized with components embedded in each aircraft
[152]. The SAA has usually dual features, which are often referred as Global and Local
planning. Global since a system would have a trustworthy view of the whole system and
would be able to create a conflict-free flight plan that would ensure that during the plan
execution, there would not a volumetric collision with a known obstacle or aircraft, with
a certain degree of confidence. However, unforeseen obstacles or rogue aircraft could be
introduced along this pre-defined plan, leading to the need of a local SAA system running
in each aircraft capable of detecting potential collision, and leaving a feasible reaction time
for the aircraft control system to evade the conflict and later return to the pre-defined global
plan.

5.2.3 Aircraft Surveillance

A position tracking and reporting system is a crucial system for aircraft surveillance. The
ADS-B, illustrated in Figure 5.4, is a service present in aircraft' that broadcasts relevant un-
encrypted data in real time. It aids radars in keeping updated and correct information about
all the aircraft currently flying. With such information about all aircraft, ATM authorities
can develop applications to improve the security and efficiency of air transportation systems
and airports. Albeit not mandatory like ADS-B Out, other aircraft can also receive broad-
casts with ADS-B In and use the information to build knowledge about its surroundings in
order to improve conflicts avoidance. Aircraft equipped with ADS-B equipment periodically
broadcast their call sign, latitude and longitude, ground speed and flight number with signals
modulated in 1090 MHz.

!Mandatory in many countries depending on aircraft weight or airspace class.
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Figure 5.4: ADS-B System Overview

Considering the importance of systems like ADS-B have for ATM, a similar technology is
also expected to play an essential role in UTM. Unlike large aircraft, small UAVs are harder
to be detected with radars, increasing the importance of a ADS-B like system. Previous
works have proposed ADS-B alternatives in the context of UTM as explored in [112]. The
authors in [88] and [89] proposed an architecture based on low-cost radio transferring data
to a central cloud, which does not solve the problem of fast replication across the urban area
for low latency and availability to all stakeholders. In [89] the author proposes an ADS-B
like system for UTM based on Automatic Packet Reporting System (APRS), which is an
approach different to what is proposed in this work since it is based on relatively long-range
radio (40Km) with restricted throughput. In [104], the author proposed a solution to inject
the position data in the SSID of WiFi, and the results have shown that the proposed setup
yielded reasonably low latency (under 125 ms) and acceptable throughput (4 messages/s)
under an experimental setup. By having a secure ADS-B like data layer, applications such
as presented in [178], where the authors propose a sense and avoid system that used ADS-B
data as input, can be built.

5.3 A Novel System Architecture for Tracking and Position
Reporting

Our system architecture is designed to enable fault-tolerant and efficient data sharing for
UTM stakeholders. The main blocks of this architecture are shown in Figure 5.5. It is built
on top of two key components: a distributed, strongly consistent key-value store and the next-
generation cellular communication technology. The distributed key-value store is composed
of distributed UTM Data Service (UDS) units spread across the urban area, as shown in
Figure 5.1. We assume that UDSs are deployed in federated cloudlets interconnected through
a low-latency mobile network, such as 5G or 6G[9]. In this section, we describe the design
of our architecture by focusing on the State Machine Replication (SMR) protocol and the
architecture’s API endpoints. We skip further details about the mobile network due to space
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Figure 5.5: Our System Architecture

5.3.1 State Machine Replication

To enable fault-tolerant, highly available key-value store, UDSs run SMR protocol[145]. SMR,
is a technique to implement fault-tolerant service by replicating servers and coordinating client
interactions with server replicas. In particular, stakeholders (e.g., service providers, operators
and vehicles) are clients, and servers/replicas are UDSs. Our architecture leverages eted 2,
a distributed, strongly-consistent key-value store, to run SMRs. This distributed approach
solves important problems of ADS-B [74], such as lack of fault tolerance, data inconsistency,
and unpredictable availability of shared data.

For this proof of concept, the proposed framework is used to create an emulation session
where etcd is deployed in namespaces using ramdisks as storage units. Etcd has available on
their website baseline performance figures®, alongside a benchmark tool that can run in any
deployed system. Since the traffic flow when testing etcd is too high, only CORE could be
used, and the testing platform and settings are the same already shown in Table 6.1 with the
topology presented in Figure 4.6. The tests were performed with the same parameters stated
on their website and shown in Table 4.4.

5.3.2 API Endpoints

The API endpoints are used to put or get data from the system.

e ADS-B Transponder - A ADS-B receiver connected to the system can put data from
aircraft.

https://etcd.io/
Shttps://etcd.io/docs/v3.4.0 /op-guide/performance/
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Figure 5.6: Emulation Architecture

e Service Endpoint - The end-point that can be used by the UTM service providers or
operators to get the current and past state of the airspace via restful API, time series
or stream.

e UAS Endpoint - Used by UASs to insert broadcast data into the system.

5.4 Experimental Evaluation

This section presents the performance evaluation of our system architecture using MACE [46],
an emulation framework to study, design and evaluate mobile Ad-hoc applications. Figure
5.6 shows the architecture of our emulation with MACE, detailing how the main blocks
communicate.

5.4.1 Cloudlets and Aircraft

MACE uses CORE as a network emulator, emulating each network instance as Linux names-
paces serving as minimal containers. Each aircraft client application runs inside these names-
paces, and they communicate via veth network interfaces with connectivity controlled by the
distance between the nodes. The cloudlets are also emulated in such namespaces with a server
running the UAS endpoint and interfacing instances of etcd running in the same namespaces.
The emulated scenario is run over an area of one square kilometre.

5.4.2 Mobility

The Random Waypoint mobility model was adopted for the experiment. In this model, each
aircraft receives a random waypoint and a random velocity to simulate a mission’s objective.
The movement of the aircraft is emulated in MACE, and the real-time position is injected
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directly into the network emulator so that it is reflected in the network connectivity. The
position is made available to the applications running in the virtual aircraft via UNIX sockets.

5.4.3 UAS Broadcasts

For the payload reporting, a client running in each aircraft broadcasts a JSON object con-
taining the position and additional data via IPV4 UDP sockets using the emulated ad hoc
wireless links. The payload also includes a unique message ID, timestamp, aircraft ID, veloc-
ity and status. The unique message ID is used to verify that the message was received, and
the timestamp is used to calculate the latency between the broadcast and full replication.

5.4.4 UDS Cloudlet

A server representing them is deployed in each emulated cloudlet to simulate the UDS
cloudlets. The servers within range of a broadcasted message will receive the new data in the
UAS endpoint and replicate it to the other towers that are not in range by using the state
machine replication layer. Data is also written in persistent storage for posterior analysis.
The consistent replication ensures that the data is reliable across all participant cloudlets so
that distributed third part actors can see this reporting system as a trusted oracle for UTM
applications such as asset managers, schedulers and collision avoidance path planners. When
a message is fully replicated among all replicas, a callback function records the time stamp
to calculate the total latency.

To evaluate our architecture, a server representing a UDS was created for each emulated
cloudlet. In contrast, a client that broadcasts data via Ad-hoc wireless links using UDP
packets represents an UAS. The servers store the information on a eted server, which replicates
the data to the other cloudlets. The clients can communicate only with cloudlets in their radio
reach, and the cloudlets can communicate with each other via a multi-hop routing protocol.
All our experiments were performed on a Linux server whose configuration is described in
Table 5.1. Our empirical evaluation is split into two scenarios detailed in Table 5.2.

5.4.5 Preliminary Results

In the first scenario, the main goal was to measure the latency between the data broadcast-
ing and full replication when there are no network losses between cloudlets or in the UAS
communication interfaces. One of the side effects of the strong consistency is the communi-
cation complexity consequence of the multistep consensus algorithm. So, in addition to the
broadcast latency, a component corresponding to the replication latency is also expected.

Table 5.1: Test Platform

Processor Manufacturer / Model: || Intel i7-8550U @ 4GHz
Number of cores 8

Memory 16GB DDRA4

Emulator MACE

Operating System Linux Mint 20 x86 64bits
Routing Protocol B.A-T.M.A.N IV
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We assume that ADS-B broadcasts two messages per second since detect and avoid /
path planning algorithms usually run with frequencies ranging from 1Hz to 2Hz. A previous
experiment with only one fixed UAS was run to measure the replication overhead. Running
such a scenario yielded a replication overhead of 10ms, which is acceptable but is closely
related to the number of replicas and, more considerably, to the total coverage area. Larger
areas would require more communication hops even if the number of replicas is left unchanged,
hence increasing the total latency.
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Figure 5.7: Total replication latency with increasing broadcast delay

In the second scenario, losses were added to emulate a more realistic scenario, but the
values of losses, latency and bandwidth are closely related to the communication technology
adopted. Due to the random nature of the mobility model, each emulation session yields
different results, so the median and standard deviation of 5 sessions are shown. Figure 5.7a
illustrate the results for 5 UASs, while Figure 5.7b the results for 20 UASs for both scenarios.

Table 5.2: Emulation Scenarios

] Setting H Without Losses ‘ With Losses
Cloudlet Range 250m 250m
Number of cloudlets 4 10
Cloudlet Bitrate / Delay || 433.3Mbps / 1000us | 433.3Mbps / 1000us
UAS Range 90m 250m
Number of UASs 5 and 20 5 and 20
UAS Bitrate / Delay 54Mbps / 3000us 54Mbps / 3000us
Jitter 0 us 2 us
Error rate 0% 1%
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The impact of the introduction of losses is perceived differently in the UAS and intra-
cloudlets links. Since in this implementation, the UAS broadcasts data via UDP links (more
suitable for mobile and lossy links), lost messages do not impact the broadcast latency because
there are no timeouts and retransmissions. Considering etcd is implemented to communicate
via TCP, the losses increase the overall replication latency as shown in Figure 5.7. It is im-
portant to notice in Figure 5.7b that increasing the number of aircraft while leaving the delay
between broadcasts low increase significantly the end-to-end latency. This could mean that
the number of replicas cannot be too high for such a platform to scale to more representative
scenarios of crowded airspace. It is also important to highlight that since these were per-
formed with an emulator, all software components related to all cloudlets and UAS, such as
the clients, servers and etcd, are running in the same computer and competing for resources,
and that their state can affect the results. It is, therefore, challenging to emulate scalability
tests on an emulation platform since they consume too much computer resources, and more
tests with a simplified replication model running on a scalable simulator are required.

5.5 Discussion, Limitation and Future Work

The emulator helped us to implement and evaluate a very first prototype of our proposal,
providing quick, yet preliminary results. For instance, latency measurements with many
applications running on a single computer might skew the results. The server implementation
(i.e., an UDS unit) used a callback function from a etcd library that was not designed to
have low-latency capability, especially when running multiple requests simultaneously. In
this preliminary study, we also overlooked the impact of the number of replicas on the overall
latency while keeping a large number of access points. We also ignored the impact of different
failure models, including a Byzantine one. One important aspect of such deployments is how
they will act in the presence of malicious actors, which is a reasonable assumption for an
open-air platform with competing actors. We believe that the target system could tolerate
attacks such as Sybil attacks [177]. Alternatively, we could consider a distributed data store
based on blockchain technology to cope with Byzantine faults.

For future work, scenarios with larger areas and a different number of replicas are required.
This would ensure a more precise view of the latency impact of the replication quorum.
Furthermore, scalability studies are also required to simulate scenarios with hundreds of
UAS. A fast simulator would also allow the study of optimal placement of such replicas in
different realistic maps.

5.6 Conclusions

The different architecture modules of proposed UTM systems are still under development. We
see that for safe implementation of such modules and applications, it is critical to deploy a data
layer that can be used by different stakeholders with a high degree of safety and trust in data
consistency because many of these stakeholders will be used as information oracles for UTM
applications. This chapter introduced a tracking and position reporting system for UTM. It
enables a safe and robust data sharing layer for emerging UTM services aimed at autonomous
vehicles operating at very low-level airspace. Our preliminary performance evaluation suggests
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that the latency measurements yielded results suitable for building a system architecture for
UTM in densely populated areas. The highly available, distributed data store allows even
vehicles hidden behind constructions to be spotted by all stakeholders consistently without
significantly added latency. In contrast to the current ADS-B, our architecture enables fast,
fault-tolerant data sharing by design and corrects some of its unsafe aspects. For future work,
we plan to study how to minimize the number of replicas whilst keeping the same level of
consistency and availability of the system. The UTM systems are expected to be dynamic,
i.e. varying density of aircraft in different airspace areas throughout the day. Therefore, the
currently available federate cloudlets could benefit the proposed architecture by allowing an
adaptive fast service migration based on the current airspace state.
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6.1 Introduction

This chapter is the result of an on-going cooperation between ENAC and TUD'. Although
the research is still not consolidated and published, we included in this thesis the current
progress and future research we are pursuing. In this chapter we focus on scenarios related to
the highest levels of UTM automation (level 4)?, with UAS operating in BVLOS. This TCL
level requires high levels of safety and automation, which require some processing running
on-board with real-time constraints, and ideally not relying on centralized communication.
Consequently, this reduces the communication requirements, which facilitates contingency
situations. SAFES50 [77] from NASA has some assumptions regarding the UTM airspace
[10], such as low altitude, high density of aircraft, urban environment, and constant V2X
communication for SAA. More specifically, this chapter’s main contribution is related to
compute offloading applied to a DDAA system, that can be implemented on a UTM system.
Sense/detect and avoid systems are characterized by two main functions: the ability to detect
an obstacle on the aircraft’s route that could jeopardize its physical integrity; and the abil-
ity to avoid said obstacle by creating a contingency manoeuvrer or re-route by using a path
planning algorithm. Path planning algorithms in general have been extensively researched as
its use is applicable to many different classes of mobile robots. There are surveys available
[126, 115, 59] comparing different algorithms, such as RRT [68] and RRT* [71], potential
fields [67], and Particle Swarm Optimization [6]. When dealing with constrained small fac-
tor sUAVSs, it becomes challenging to run both algorithms onboard and be able to comply
with real-time requirements. Therefore, we propose the alternative of using edge-assisted
offloading for running high complexity tasks that otherwise would required long runtimes on
constrained devices. As illustrated in Figure 6.1, the rationale is to use offloading to calculate
an alternative path to deviate from a newly identified obstacle in the original trajectory.

= = = 2 Original path plan
Contingency local plan
===» \Workload offloading

Figure 6.1: Offloading Workload for Contingency Deconfliction

!Technical University of Dortmund
2More details about the TCL levels can be found in Section 5.2.
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6.1.1 Contributions

The main contributions yielded from this research are:

e Context and Motivation - We studied the current advancements and state-of-the-art in
UTM systems and identified research opportunities to create a sense and avoid system
for Small Uncrewed Aerial Vehicles (sUAVs) that can have an adequate response time
to avoid significant disturbances in aircraft flight plans.

o Formalization - We formalized the problem as a partition optimization problem for
one-hop vertical offloading strategies.

e Proof of concept - We created a static proof of concept using Monte Carlo algorithms as
optimizers, which yielded promising results that are evidence that it is worth pursuing
this view with further research. And finally, we established plans for future research to
achieve all the current goals.

6.2 Context and Motivation

In this section we introduce some background knowledge related to path planning for UAS
deployed on a UTM system. Chapter 5 introduced some concepts about UTM systems that
will be useful in this chapter.

6.2.1 Global Path Planning

Many steps are involved in scheduling flights for UAV and sUAV. In some cases, the UAS will
fly in a dense urban area with many volumetric obstacles such as buildings, towers, statues
and, in some cases, natural obstacles such as hills. Therefore, it is essential as a first step to
create a global flight plan suitable to the world in question. Many UAS will fly simultaneously,
sharing the same airspace and sometimes the same lane in a lane-based system [137]. To create
safe trajectories, it is, therefore, necessary to have in place a deconfliction system. Such safe
trajectories, beyond the planned path, also include information about the time the UASs
will pass each waypoint in its plan. Therefore, to be able to design these airspace-shared
trajectories, it is necessary to have deconfliction algorithms. The global path planning runs
on the USSs, which was introduced in Section 5.2.2.

Proactive Deconfliction

In the context of a UTM system, where many service providers share an airspace as mentioned
in Section 5.2.2, they must be aware of the current state of each other. Hence, a proactive de-
confliction system must have access to information about other flight plans already scheduled
and to be scheduled. The deconfliction system must consider desired take-off and landing
times and the origin and destination of each aircraft. With those, it can create a schedule
that can accommodate all requests and guarantee that the aircraft during flight stay within

a safety margin from each other, from the known obstacles and possible geo-fences®. One

3Virtual perimeter created to bound no-fly zones, or dynamically generated as a volumetric clearing around
objects.



Chapter 6. Edge-Assisted Cost and Latency-Aware Task Offloading for a
108 DDAA

strategy to help in proactive deconfliction is to use a lane-based model[137], which schedule
flights before take-off. There is, therefore, also the need for a onboard, local sense systems to
detect new obstacles, and an emergency onboard path planning system to avoid them. The
communication cost to perform this on a centralized system is high, so usually the focus is
on decentralized systems [127].

6.2.2 Local Path Planning

Local planning is used when things are not going as expected by the global plan. The local
plan must be created and followed in contingency situations, and preferably avoid drastic
solutions such as returning to base [10] or performing an emergency landing. Known types
of contingency are, for instance: path feasibility for contingency deconfliction, which takes
place when facing unexpected ground or aerial obstacles and unsafe unforeseen atmospheric
conditions, and dynamic geofencing, which can be transmitted by other aircraft or by local
USS.

Contingency Deconfliction

Conflicts may also occur when a UAS goes rogue due to benign or malicious failures. Both can
still be solved by a centralized UTM when the position tracking and identification systems
can still be trusted. Conflicts between aircraft and a fixed or mobile unforeseen obstacle
that does not participate in the UTM system cannot be solved by centralized systems due to
lack of information. Onboard sensors could detect such conflicts and trigger a decentralized
SAA system that would solve the problems locally by creating a local contingency plan, as
illustrated in Figure 6.1. Afterwards, it would update the central system so that other flight
plans can be updated to other stakeholders and that the new obstacle is also catalogued and
propagated so that it can be taken into consideration by the other participant of the UTM. In
[138], the authors propose a DDAA where each UAV has a model of the environment and they
solve conflicts via communication exchange. In this particular proposal, a conflict can only
be solved between aircraft participating non-maliciously on the UTM system, the solutions
must involve alternatives using the lane-based system. In [147], the authors developed a
bidding-based system, where aircraft can negotiate preferential routes during contingency
situations.

6.2.3 Computation Offloading

As mentioned before, our research will focus on establishing a way that enables UASs with
constrained resources to be able to run an onboard SAA system capable of offloading com-
putation algorithms to more capable edge cloudlets. Therefore, instead of focusing on the
re-routing algorithms, we focus on optimizing computing strategies compatible with the sys-
tem model introduced in Section 6.4. Topologically, offloading is often applied horizontally
or vertically. The former is used, for example, when the nodes offload computation to their
peers. i.e. nodes with similar capabilities running in the same operational layer. The latter is
used when nodes offload computation to upper operational layers with more capable devices,
such as edge servers of central cloud servers. Figure 6.2 illustrates such operational computing
layers, based on [142].
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Offloading computation in such a dynamic environment is not trivial because it is impos-
sible to forecast when a node will need to run the SAA algorithm. It is needed only when
it detects an unexpected obstacle; hence it is not possible to pre-allocate slots in the adja-
cent edge cloudlets. Additionally, since the network is dynamic, it is also hard to predict
how congested the network will be when offloading, which together with the bandwidth loss
introduced by multi-hop communication discussed in Chapter 2, is why we decided to focus
on one-hop offloading.

Central Cloud Infrastructure
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EDGE Infrastructure
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Figure 6.2: Offloading Topologies

6.3 Related Work

The horizontal and vertical offloading problem has been studied before in different scenarios.
In [54], the author discusses the problem of offloading tasks vertically from a layer of IoT
devices to a cloud infrastructure or edge servers. This work has a trade-off between task
completion latency and energy use, which is optimised by a Lyapunov algorithm. This work
requires the ability to control the CPU frequency and radio transmit power to tune the
energy consumption. In [1], the system is modelled similarly, with a multi-tier offloading
architecture. In that work, the offloading is modelled as a multi-object optimisation problem,
where the parameters are weight according to the desired Quality of Service (QoS). The
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author used an accelerated particle swarm optimisation technique to solve the optimisation
problem, similar but multilevel and does not take in consideration sharding the task among
multiple edge servers. The authors in [122] propose a device to device offloading algorithm
with focus on minimizing the energy use. Since their proposal envision an open system based
on compensation, they need to consider factors that might reduce the system’s reputation,
such as preventing over exploitation and free riding. Allocating task has also been studied
when the focus if run a batch of tasks as a scheduler, and not as a offloading problem. In
[82], the author discusses a multi-UAV distributed task allocation with an auction process.
Also in the same direction, the authors in [70] propose an algorithm that optimize for low
latency, and to reduce SLA violations. It uses Al to control the scheduler, which is located on
a central cloud server. In this paper, to create realistic scenarios, the authors mix datasets to
create the scenarios, and synthetic workloads for the benchmarks. The authors in [149] also
solved similar problems of optimizing task allocation vertically.

Most of the work in this area, is reduced to optimization problem [140, 139, 91, 7] applied
to a specific domain [129], which means different objective function and different constraints.
They usually yield high computational complexity to run, whilst some even resorting to
complex Al algorithm [164] that only converge fast enough (below 100ms) when using onboard
GPUs [29]. The main characteristic of our problem is that it requires a fast solution, where
is acceptable not to be optimal as long as it can comply with the constraints. Monte Carlo
algorithms have been used in optimization for problems that otherwise would required long
computational time to converge. Due to its flexibility they can be applied to different fields
[117, 181, 86], therefore it was chosen for this particular problem.

6.4 System Model

As mentioned in Section 6.1, this works focuses on the contingency path planning that is
issued after take-off, i.e. during the cruise stage of the flight plan. After performing all
pre-flight steps, the aircraft has a valid trajectory and schedule issued by the UTM. It then
proceeds to autonomously take off and enter the cruise state, where it shall remain during
the whole flight until reaching the landing site or until a contingency interrupt is triggered.

6.4.1 Contingency Model

During cruise, the aircraft control systems perform the necessary steps to follow the pre-
defined trajectory. When a contingency interrupt is triggered, it needs to find a new route to
deviate from the obstacle by creating a new task 7T, that has a timeout t. € R™. If, before
the expiration of t. the aircraft does not converge to a feasible new route, it proceeds to
emergency land, as illustrated in Figure 6.3.

6.4.2 Network Model

The network topologies, which are composed of mobile and fixed nodes equipped with wireless
network interfaces, are modelled as an undirected graph 7' = (N, E)). The set of vertices N is
composed of two sets M and F. M, the set of mobile nodes, which are the airborne aircraft
that are part of the UTM ecosystem, composed of m nodes M;, with i € N and 0 < i < m.
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Figure 6.3: Cruise control interrupt

F, the set of fixed nodes, which are edge cloudlets scattered over the urban area that are
part of the UTM ecosystem, composed of f nodes M;, with ¢ € N and 0 < i < f. The
super set composed of n nodes N;, with ¢ € N and 0 < @ < n where n = m + f, is therefore
N = M UM . The set of edges E is composed by the edges e = (IV;, Ni), where the distance
d;i. < d,, being d, the communication range. The range distance is defined by the wireless
radio technology modelled, which allows a maximum bandwidth B € RT defined in Mbps
and the network latency is considered predictable and bounded.

For simplicity, there is no membership control, and every node in the vicinity of one of the
nodes participating in the connected graph 7', is henceforth considered a participating node in
the UTM ecosystem. For the purpose of initial implementations, the network is considered as
having reliable links, so no packet loss will be taken into consideration and nodes communicate
with each other when they are in direct radio range or if there is a multi-hop route between
them.

6.4.3 Timing Model

In this work, it is considered that the nodes have access to a global clock. This enables pro-
cesses to measure communication latencies between them and is particularly feasible when
considering a swarm of UAVs since they are always equipped with one or more Global Navi-
gation Satellite System (GNSS) that also supply high-accuracy timekeeping. Having a notion
of synchronization and a high-accuracy global clock across the network facilitate the creation
of protocols that require total ordering of messages.

6.4.4 Nodes Model

The nodes participating in the algorithm can be split into two main groups: FEdge Nodess
(ENs) and the User Equipments (UEs). Nodes considered for this application are hetero-
geneous due to the fact that they can be composed of different CPU, SoC, SoM or System
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on a Board (SoB) architectures and are usually equipped with different hardware solutions.
Therefore, they can have processors with various architectures as long as they have a universal
compute capability unit transferable among the nodes. Such devices are also composed of
various amounts of volatile and non-volatile memory.

Edge Nodes (Cloudlets)

One of the design goals of this thesis is to propose a protocol capable of working within a
heterogeneous environment. One way to approximate a cross-platform compute capability is
to consider the number of floating point operations a processor executes per second. Even

4 can benefit

though we chose it, that also is not truly comprehensive since some architectures
from specific algorithms, data structures and data partitioning due to special instruction sets
supplied by manufacturers, and their intrinsic architecture. For now, we will consider as a
reference the processor single precision FLOPS capabilities, which usually can be found in
processors’ datasheets.

However, regarding communication, it will be assumed to be a homogeneous network.
Each node has the same type of radio, operating the same radio medium. This way, the
latency can be approximated by a well-known MAC/PHY protocol. Therefore, each edge

node will have, at any moment, a state composed of the following characteristics:

o Processing capabilities in Floating Point Operations Per Second (FLOPS), defined as
[ € RT, which is proportional to the processor capability and the current load;

o Current load capacity in Mbit, defined as € R, which is proportional to the available
RAM memory;

o Current cost, defined as c € RT;

o Current bandwidth, defined B € R™, which is proportional to the distance between the
EN and the UE, and the communication load;

« Position defined as p € R?;

The current communication capability of the node is also essential, not only because of the
technology used but also available channel usage. A node with high computational capability
can help in reducing computational latency, but if its communication channels are heavily
used, this might add communication latency. More details about the available bandwidth can
be found in Section 6.5.4.

User Equipment (UAVs)

The offloading mobile nodes, which are also modelled as heterogeneous entities, can have
different processing capacities and shall also take that into consideration when taking the
decision to offload tasks to edge nodes. After the offloading data partition is defined, some
remaining computation can be calculated by the UE. Each UE has at any moment a state
composed of the following characteristics:

4GPUs, DSPs, Mainframe processors, vector processors, offloading cards such as Xeon PHI, and etc.
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« Position defined as p € R?;
« Velocity vector defined as v € R3, containing three Cartesian components;
e Volumetric clearance radius defined as r € R;

o Processing capabilities in MFLOPS, defined as f yr € R, which is proportional to the
processor capability and the current load;

Neighbourhood

Each mobile node, while following its global path, is able to proactively create a neighbour
list of one hope distant ENs. When a local contingency plan is triggered, they can eventually
use it to plan an offloading strategy for the local planning to avoid the unforeseen obstacle
with a certain degree of certainty. Each node periodically broadcasts hello packages, and each
edge node in range replies with its state as defined in Section 6.4.4. Considering the topology
has a set M of mobile nodes, where M;, with i € N and ¢ < |M]|, each node can have a task
that is too large to be processed only by itself in the desired time constraint. Additionally,
the topology also contains a set F' of edge servers, where F;, with i« € N and 7 < |F|. Each
node M; will have a list of neighbours L; = F}, F5...F}, where k represents the identifiers of
the edge servers in direct range.

6.5 Execution Model

For simplicity, it is considered that all nodes meet all requirements for running all possible
tasks. Also, all tasks can be parallelized with speed-up proportional to the number of workers
(offload units) and their computing capability. When a node creates a new task to be run on
the edge server, the data is split accordingly among the number of workers. They will execute
the task with a proportional set to balance the load according to the design goals defined in
Section 6.6. Therefore, in our scenario, the offloading is vertical, and limited to one level:
from UAS to edge server.

Assumption 5. All EN are equipped with general purpose processors that can run all offloaded
tasks.

Assumption 6. All tasks are considered embarrassingly parallel with speed-up proportional
to the amount of workers.

Assumption 7. The offloading node must wait all responses to be able to proceed with the
algorithm, i.e. the offloading is a blocking operation.

6.5.1 Tasks

Each task 7, can be characterized by an unique identifier i with i € N, the task size ¢ € Z™
in Floating Point Operations (FLOP), the task size u in Mbit and the task deadline ¢ in ms.
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Task Size

The task size ¢ in FLOP is estimated based on the task size p in Mbit. Because each algorithm
has an associated arithmetic complexity, which is defined by how many operations are needed
per bit of data, each task will have a size in FLOP defined by ¢ = Bu. Hence, 8 can be
parametrized to test the algorithm with different degrees of complexity. Such differentiation
is important because an arithmetically intensive algorithm will benefit from a more powerful
processor and suffer less with communication latency. Communication latencies hinder tasks
characterized by large associated data and low arithmetic complexity.

Task Deadline

Regarding the task deadline, there is an assumption that there exist a monitoring system that
can provide latency estimations with enough accuracy for our application. The reason for
establishing task deadlines is to explore the feasibility of having real-time contingency local
planner capabilities for a UAV with soft task deadlines. Considering such an application, the
task deadline calculation can be simplified as the available time before a collision with the
newly identified obstacle. A UAV which current state is defined by a position p,, € R? and its
velocity v, € R, and that has identified an obstacle at centre position p, € R and volumetric
clearance radius 7. € R, has an avoidance time:

t = (o, = Po,)? + (Po. = Po,)? + (Po. = P0,)%) = Te) [t (6.1)

The task deadline t¢ must therefore be established so that t¢ < 2.

6.5.2 Latency Model

When a node issues a new task that, considering its own compute capabilities, it might
see as unfeasible to finish before the deadline. In such situations, it must decide if it will
drop the task and perform an emergency stop or offload it to edge servers. That decision
must consider its neighbourhood and optimize the task partition so that it can comply with
the deadline considering the communication and processing time in each node. Hence, an
objective function must be created. Currently, two goals are defined: to minimize the total
turnaround time; or to reduce the offloading cost charged by the edge servers. Also, the
constraints that the total turnaround time must be smaller than the task deadline and that
each partition needs to comply with each server’s capacity must be taken into consideration.

Offload Time

When a node offloads a task, time is spent transferring the data. The total transfer time
depends on the bandwidth available between the node and the edge servers. The offloading
time is defined as t° € RT. The offloading time of task 7;, t¢ from node j to edge server k can
be calculated with the task partition size in Mbit p;, and the current available bandwidth
between them, B;j that are found in the neighbours list of node j, L;:

1Ll

0 Hiy,
t? = ke lL; 2
2 ;Bjk’ € J (6 )
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Execution Time
The execution time of a task 7 on an edge node N; can be calculated by Equation 6.3.

|L;]

Piy,
e =S"%% ke, 6.3
;Fk; J ( )

Uploading Time

After a task is finished, the executing node must upload the result to the offloading node.
The upload time is defined similarly to the offloading time, but the size will be approximated
by a constant fu,.

L]
Hu
The total execution time for a task is therefore t; = t7 + t§ + ¢}, and the algorithm must
ensure that ¢; < ¢J.

6.5.3 Objective Function

In order to establish an objective function, the costs will be split into parts related to each
objective. The computational cost is related to the renting cost charged by an edge server,
since the edge servers must have an incentive to accept offloaded tasks, they charge per unit
of time used. The problem of establishing costs based in competition and demand is complex
and not covered by this thesis work.

Computational Cost

A task is defined by how many FLOP ¢ it requires to finish and how much memory p it
requires during the computation. The execution time of a task 7; on a node N;, defined by
Equation 6.3, depends on the node’s computing capacity F in FLOPS and how much of this
capability is available. Since the edge server will charge a cost proportional to a fixed C¢
(cost per unit of time) during the task execution t§, the total task execution cost on node N
can be calculated by the Formula 6.5. The costs, as referred here, can be defined as abstract
or actual monetary renting costs if the edge servers are federated.

CN (¢, u,t%, L) = t5C% (6.5)

Latency Cost

Considering the time to offload a task 4, t{ the execution time ¢{ and the time to upload
the results tj* as the total latency tiN for running the task on node N. We can calculate the
latency cost with Formula 6.6. The cost here is defined as an abstract cost, and total latency
is henceforth referred to as turnaround time.

LY (¢, p,t%, L) =tNCly (6.6)
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Cost Function

An overall cost function can therefore be defined as Equation 6.7, and every time a node
wants to offload tasks to its neighbours, it must minimize the former.

fe, (¢,u:t?, L) = Cea + Cryy (6.7)

Therefore, when needed, a middleware configured with two parameters a and 3 to define
the priority goals and will receive as an entry for each task 7; = {¢, u, t%, L}:

e ¢; - The task number of FLOP

i - The task memory size in B;
o t¢ - The task deadline in ms

L - The list of neighbours

The middleware will produce as an output an array with the same length as the list of
neighbours where each element is a percentage of the task total size w, € R where 0 < w, <1
and Zév wp, = 1, as shown in Figure 6.4. The offloading node can split the task and distribute
it accordingly. In some cases, depending on the costs, it could happen that part of the task
would be processed locally, avoiding the offloading latency. Therefore, the objective is to
generate an offloading partition P = [,uo,ul,...,uw,l], where u, = wpu, subject to the
offloading cost being minimized without violating the deadline.

| 7 = {10 L} |

‘ Local Ho M1 M2 M3 | a4

Figure 6.4: Task Split Illustration with four Edge Cloudlets.

Initially, we will treat the problem split into two distinct objectives, minimize the offloading
cost or the turnaround time. The offloading cost is the price to be paid to perform computation
on an edge server. The price charged by the edge servers is usually variable and modelled
as a distribution function. We will, for simplicity, define a fixed cost. As there might be an
unpredictable number of obstacles triggering offloading actions along the path of a UAV, we
focus on minimizing the cost each time the offloading function is triggered. The objective
function for a task 7; can be modelled as follows:
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minimize C{ (7;),
|L[-1
SubjeCt to Z i+ Hiocal = P (6 8)
j=0 :
VjeL, Hj < M]a
T(P) <t?

or, when minimizing the turnaround time:

minimize £ (),
|L[-1
SUbjeCt to Z i+ Hiocal = M (6 9)
j=0 :
Vj e L,pj < Mj,
T(P) <t?

where p; > 0 is the memory size of the workload to be offloaded to edge server j, Mj is the
amount of available memory on edge server j, fr, is the cost function of edge server L;, and
T is the turnaround time of task 7 under the offloading plan P.

6.5.4 Parallel and Sequential Offloading

As mentioned in Section 6.4.2, the offloading nodes (UAVs) and cloudlets are equipped with
wireless interfaces. Hence, how data is transferred during the offloading can have a consid-
erable impact on the turnaround time and system performance. In a real-world deployment,
contention, RF interference and lack of reliability of the links need to be taken into consid-
eration. When identifying the offloading strategy, we will divide the data transfer into two
macro-categories: parallel and sequential offloading.

While the bandwidth provided by wireless technology is usually fully available for a node,
considering that all connections might share the same channel, this system’s bandwidth is
shared among all the nodes exchanging data with offloading node. Considering the set of
neighbouring nodes L(t) being candidates for node j offloading cloudlets, the bandwidth
available for the link between nodes j and each cloudlet as seen at node j is:

Balt) = 70 (6.10)

However, the receiving node k will eventually serve other offloading nodes. So, the actual
bandwidth available B}k might be lower than what is expected; i.e., every link will be limited
by the lowest available bandwidth between two nodes. Considering any destinations n being
served by k:

Bi(t) = {Bj (£), - F Ben(t) > By (1) (6.11)

By, (t), otherwise

To evaluate the behaviour of the data transfer when offloading a task partition, we made
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some tests under realistic network conditions using the MACE [46] emulator. We used as a
test platform the computer described in Table 6.1, using EMANE to simulate the MAC/PHY
configured for IEEE 802.11g (54Mbps). The network topology is presented in Figure 6.5,
where the node with ID 0 is a offloading UAV, and the other nodes are edge cloudlets. In
this test, an application runs in each node and creates a list of neighbours using UDP hello
packets. The UAV node copies binary data via a TCP socket to the cloudlet nodes. It
records how long it took to transfer the files, how long it waited when offloading serially,
and estimates how long it took to process the task based on the computing capacity and the
arithmetic complexity as stated in Table 6.2.

Figure 6.5: Example of Parallel Offloading.

Table 6.1: Test Platform.

Processor Manufacturer / Model: || Intel / i7-8550U

Number of cores 4 (8 Threads)

Memory 16GB DDR4

Emulator CORE 8.2.0 and Emane 1.3.3
Operating System Linux Mint 21 x86 64bits
Routing Protocol B.A.T.M.A.N IV, when needed

Table 6.2: Scenario Configuration

MAC: IEEE 802.11g

Task Sizes 100KiB, 250KiB, 500KiB, 600KiB
Task Complexity (3) 2

Cloudlet f (MFLOPS) || 4.5

For simplicity, we do not take into consideration the result upload time since it is negligible
compared to the other times.
Parallel Offloading

In parallel offloading, the task-generating node will have the shared bandwidth available for
each task partition as determined by Equation 6.11. In this situation, there is no waiting time
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for the partitions, and as soon as the cloudlet receives the data, it can start computing it. An
example illustrating a situation with four available cloudlets receiving partitions of different
sizes is shown in Figure 6.6. Since the tasks are sent in parallel, as soon as the first smaller
task finishes transferring, it starts running and finishes before the others. Additionally, as
soon as each task finishes transferring, the other tasks have more available bandwidth and
accelerate the transfer. It is noticeable that each task will finish at different times, which is
not interesting for some applications such as the DDAA where the UAV needs to wait for the
result of all tasks before deciding for this particular example after 600ms.

HEE Waiting time mm Transfer time  HEE Compute time

Task Partition

%)

Figure 6.6: Example of Parallel Offloading.

Sequential Offloading

Sequential offloading can be defined in two distinct ways regarding the order of the task.
Send the tasks from the larger to the smaller or the other way around. The main difference
is that contention and bandwidth sharing are avoided when sending sequentially. Hence, the
sending node always has the entire bandwidth for each task, accelerating each upload. Also,
in this scenario, each task’s waiting time added to the overall latency. The results are shown

in Figure 6.7.
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(a) From Smaller Tasks to Larger Tasks. (b) From Larger Tasks to Smaller Tasks.

Figure 6.7: Sequential Offloading

One positive effect is observed in this scenario when sending tasks from the largest to the
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smallest, as shown in Figure 6.7b. Since the tasks take longer to run than to transfer, even
though there is an added waiting time, the tasks finish closer to each other when compared
to the other case shown in Figure 6.7a. Also, the overall time is smaller, less than 500ms.
It is essential to highlight that this will not always be the case since it depends on the task
complexity 8 and the cloudlet capacity F . Figure 6.8 shows the same tests, but with a cloudlet
with more compute power available F = 9 FLOPS, and more simple tasks with § = 1.

I Waiting time Transfer time  EEE Compute time EE Waiting time Transfer time  EEE Compute time

o
o
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g || g
i, I 3
|
s [ ]
]
0.60 0.2’5 U.iU U.is 0.'20 0.‘25 0.30 0.‘30
Runtime(s) Runtime(s)
(a) From Smaller Tasks to Larger Tasks. (b) From Larger Tasks to Smaller Tasks.

Figure 6.8: Sequential Offloading with More Computing Power.

In this case, it is possible to see that the computing time lowers while transfer time remains
the same, which does not change the fact that the sequential offloading in this order is better.
Therefore, we will adopt the larger-to-smaller order sequential transfer since complex tasks
can only benefit from it, and simpler tasks do not harm the performance.

6.6 Offoading Strategies

We initially considered two different strategies for offloading tasks. Cost-based offloading,
based on the offloading cost charged by the edge servers. Turnaround-based offloading, based
on the turnaround time of an offloading task. To enable the strategies, we must solve an
optimisation problem. Using brute force to solve such problems yields an NP-hard problem,
which cannot be solved in polynomial time. As mentioned in Section 6.3, such problems have
been studied before and have solutions that avoid brute forcing to converge faster. However,
still not fast enough for a UAV to avoid a collision during cruise velocity, when considering a
task partition offloading problem. We decided to use Monte Carlo optimisation strategies to
minimise the problems in Equations 6.8 and 6.9.

6.6.1 Optimization

Monte Carlo algorithms are often used to solve NP-Hard problems due to the possibility of
reaching a satisfactory solution in a considerably low runtime [117, 181, 86]. Although the
solution might not be optimal, if it is close enough to solve the collision avoidance problem
before the task deadline, it is considered a satisfactory solution. The rationale behind these
algorithms is to use aleatory values to calculate new solutions, and each algorithm has a
different way of doing so and escaping local minima. The scaffolding solution that will be



6.6. Offloading Strategies 121

used is presented as the pseudo Algorithm 4. In the upcoming sections, we will show how to
adapt this solution using different techniques.

Algorithm 4 Monte Carlo Scaffold.

Ensure: t! < t¢ > Turn around time smaller than task deadline
i+ 0 > Global iteration
k<0 > Local iteration
P «+ new__partition() > Initial partition
P. « cost(P) > Initial partition cost
while k < k4. do

P* < new__partition() > New partition candidate

PF « cost(P*)
if P* is valid then
A, =P — P,
if (A. < 0) then
P« P*
P« Pr
k<0 > Reset Local iteration
end if
else
continue
end if
k+=1 > Increment Local iteration
i+ =1 > Increment Global iteration
end while

Here the function cost refers to cost, turnaround time, or overall cost depending on the
strategy adopted. The local maximum iteration k., ensures that the program stops after
a maximum number of iterations. The solution space has the same dimensions as |L|, so at
each iteration, when creating a new partition candidate P*, only a pair of edge servers will be
randomly selected to change their partition sizes. Consequently, what is removed from one,
is added to the other. When a new partition yields a lower cost, this partition is selected as
the current best. The longer it is allowed to run, the better the solution will be, but the best
partition might not be optimal or be stuck at a local minimum.

6.6.2 Simulated Annealing

Among the Monte Carlo solutions, the Simulated Annealing is often used as an optimization
algorithm. It mimics the annealing process used in metallurgy, where a metal league is
heated and cooled down so that the molecules can accommodate and form a more resistant
material. As the Monte Carlo scaffold, the algorithm uses random sampling for the task
partition problem to create a new partition candidate P* at each iteration. When a better
partition is found, it is adopted as the current best. If a maximum number of iterations kj,q.
passes without a new best solution being found, the current best is considered the close to
optimal partition P. An important aspect of the simulated annealing, is the abstraction of a
temperature cool down. Although there is no direct relation between the abstract temperature
and the optimized objective, While the former is high, it also accepts a solution with higher
—Aft

cost. This higher value might be accepted according to the value of A\ = e , and it is
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accepted with a certain probability that declines as the temperature gets colder. Hence, it
depends on the current temperature ¢ and A.’s value, which is the cost difference between
the best and the candidate partitions. Temporarily accepting worse solutions with a decaying
probability allows for exploring better the solution space and escaping local minima.

Figure 6.9a illustrates the temperature decay, while in Figure 6.9b A. Looking closer
at lambda and the temperature, as shown in Figure 6.9c, it is possible to see the effect the
temperature has on A, and the probability of choosing a worse value for the objective function.
For every iteration, if lambda is greater than a random number 7 with 7 € RT and 0 < r < 1,
it will accept a worse solution. Hence, as shown in Figure 6.9c, the colder it gets, the smaller
the probability that this will happen.
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(a) Temperature decay. (b) Lambda variation. (¢) Lambda variation.

Figure 6.9: Simulated Annealing.

The simplified algorithm for the simulated annealing optimization is shown in the pseudo
Algorithm 5.
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Algorithm 5 Simulated Annealing.

Ensure: t' < ¢4 > Turn around time smaller than task deadline
1+ 0 > Global iteration
k<0 > Local iteration
t < t[0] > Initial temperature
P + new_partition() > Initial partition
P. « cost(P) > Initial partition cost
while k < k4, do

P* «+ new__partition() > New partition candidate

P « cost(P*)
if P* is valid then
A, =P —P,
if (A. <0) OR (e=2</" > random_number()) then
P« P*
P.+ Pr
k<0 > Reset Local iteration
end if
else
continue
end if
k+=1 > Increment Local iteration
+=1 > Increment Global iteration
end while

Figure 6.10 illustrates the behaviours of latency and renting costs during the optimization
process when optimizing for different objectives. The total number of iterations is different
since it is configured to stop when a certain number of iterations pass without significant
change in the optimized solution. Moreover, as expected, when optimizing for one objective,
the other is allowed to run free and not necessarily achieve optimal values.
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Figure 6.10: Cost Variation with Simulated Annealing Optimization.
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6.6.3 Genetic Sampling

We introduce a simple implementation of the genetic algorithm applied to our offloading
application. There are three main elements in genetic optimization, which are shown in Figure
6.11. The gene is the value that will be explored in the solution space. In this application,
it represents the share of the task offloaded to a server. The chromosome is the collection of
genes or a candidate solution. And the generation is the population containing the current
mutated chromosomes. The rationale is intuitive: when a server has low computing capability,
which affects the turnaround latency, or a prohibitive renting cost, which affects the overall
cost, its gene will naturally be omitted and selected out after some generations.

So, at each generation, a new mutation in one chromosome is induced. It changes how
much will be offloaded to that server, consequently adding the difference to another server.
When all mutations are created, equal to the number of genes, we calculate which one is the
fittest, i.e. which yields the lowest cost according to the objective. The fittest chromosome
will be selected as the base for the next generation. The process continues until a maximum
number of generations happen or when the objective cost is close enough to a predefined
threshold. The simplified algorithm for the genetic sampling optimization is shown in the
pseudo Algorithm 6, while for the mutations in presented in the pseudo Algorithm 7.

Algorithm 6 Genetic Sampling.

Ensure: t' < ¢¢ > Turn around time smaller than task deadline
i< 0 > Global iteration
k<0 > Local iteration
t + t[0] > Initial temperature
P + new_ partition() > Initial partition
P. + cost(P) > Initial partition cost
while k < kpo do

P*[n] + forkn,(mutation()) > New n mutation candidates
Pg < mincost(P'm]) > Get best candidate
A.=P' — P.
if (Ac <0) then

P+ P

P.+ Pr

k<0 > Reset Local iteration
end if
k+=1 > Increment Local iteration
i+ =1 > Increment Global iteration

end while

Algorithm 7 Chromosome Mutation.

k<0 > Local iteration
while k£ < ko do
P* + new_ partition(id) > New partition candidate
if isyalid(P*) then
return(P*)
else
continue
end if
k+=1 > Increment Local iteration
end while
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Figure 6.11: Hlustration of Genetic Algorithm Components when Applied to Task Offloading.

6.7 Offloading Strategy Evaluation

As a first attempt to evaluate the optimization strategies described in 6.6.1, we implemented
the algorithms and optimizers in Python and ran the scenario described in Table 6.3.

Table 6.3: Simulation Scenario.

Server Hl ‘2 ‘3 ‘4 ‘5 ‘6
Cost 3 |16 |7 |1 |2 |6
Speed (MFLOPS) 90 | 60 | 60 | 80 | 90 | 90
Bandwidth (Mpbs) || 22 | 24 | 21 | 21 | 25 | 26
Capacity (Bytes) 40 [ 20 | 10 | 70 | 60 | 20

The scenario is static but can be easily converted to a dynamic simulator converting the
values in Table 6.3 to values derived from probability distributions. It is also configured to
have a maximum local calculation of 10% of the task. First, we show the implementation of the
simple Monte Carlo scaffolding Algorithm 4. In this implementation, we can manually impose
the maximum number of edge servers allowed to be used. Figure 6.12a shows what happened
to the final latency when optimizing for the lowest turnaround time, with an increasing
number of the available edge servers used. It shows evidence that using the least servers
yields better results, which should also be observed when using other optimization algorithms
without manually limiting the maximum number of servers. Figure 6.12b shows the total
latency, but now when optimizing for renting cost. As expected, the latency values are less
optimal than when optimizing for turnaround time.
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Figure 6.12: Final Latency Values for pure Monte Carlo Optimization with Different Number
of Edge Servers

In the analogous way, Figures 6.13a and 6.13b illustrate the behaviour of the renting cost
when optimizing the partitions for turnaround time and renting cost, respectively.
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Figure 6.13: Final Renting Cost Values for pure Monte Carlo Optimization with Different
Number of Edge Servers

One aspect that is extremely important in this application is the algorithm runtime, i.e.
the time it takes to optimize the partition before being able actually to offload the task.
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Since we aim at calculating, offloading and evaluating the results in sufficient time to change
the route and avoid the collision, it is ultimately important that the optimization takes a
manageable amount of time. Figure 6.14a shows the runtime for the pure Monte Carlo
optimization, which runs, on average, in less than 50ms for this scenario.
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Figure 6.14: Final Runtime Values for pure Monte Carlo Optimization with Different Number
of Edge Servers

We now show the results in Figures 6.15 and 6.16 for the three implementations with in-
creasing task size to offload after running each simulation 50 times. We now configure the pure
Monte Carlo to use a maximum of two edge servers and let Simulated Annealing and Genetic
implementations naturally select how many edge servers they will use. Figure 6.15a shows
latency results when optimizing for the lowest turnaround time. All three implementations
achieve similar results with smaller task sizes, hinting that this might be close to an optimal
solution. However, the current implementation of the simulated annealing and genetic algo-
rithms yields higher values with larger tasks. This might indicate that the implementation
needs fine-tuning, such as higher temperature, to escape local minima. As expected, the
results for latency when optimizing for lower renting cost are significantly worse, as shown in
Figure 6.15b.

The results for renting cost are shown in Figures 6.16a and 6.16b. The results are similar,
but the simulated annealing performs better, which was not the case when optimizing for
turnaround time. As mentioned earlier, low runtime is very important for this particular
application, and the current implementation of the genetic algorithm is experiencing higher
runtime when compared to the other algorithms, as shown in Figure 6.17. This is the case
because the generations are created in parallel and compared after the threads are joined. If
one of the workers takes longer to find a feasible solution, the main thread needs to wait for
it to be able to compare all solutions.
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Figure 6.15: Comparison of Turnaround Time with Increasing Task Size and Different Opti-
mization Algorithms.

One interesting result is that when optimizing for more complex solutions (larger tasks),
the simulated annealing runs significantly faster than the pure Monte Carlo implementation.
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Figure 6.16: Comparison of Renting Cost with Increasing Task Size and Different Optimiza-
tion Algorithms.
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Figure 6.17: Comparison of Runtime with Increasing Task Size and Different Optimization
Algorithms.

6.8 Discussion and Future Work

In this chapter we showed that the proposed strategy, implemented as a proof of concept sim-
ulator, has revealed interesting results. It showed that it is worth exploring further with more
detailed and variable scenarios. There is, however, future work to enhance the implementa-
tion of the Genetic Algorithm, especially in the direction of potentially disabling problematic
genes, which would avoid waiting times and enhance the performance.

The subject of this chapter has been studied in a cooperation project together with the
University of Dortmund, and since it is still an ongoing project, there are some outstanding
implementations. The main future directions now are to implement the application in the
simulator introduced in Chapter 3 and in the Robot simulator designed by the authors in [123].
To evaluate the proposed strategies in a more realistic scenario, we propose the use of a dataset
[63] that contains the location of edge towers distributed in the city of Shanghai to be used as a
reference for possible offloading stations. It is expected that with the advancement of 5G, the
number of edge cloudlets available will increase, making this application feasible for industries
without significant investment. A square area with approximated 5km sides, illustrated in
Figure 6.18, was chosen as the place where UAVs will be deployed with predefined flight paths.
Several randomly generated routes were created using RRT* to avoid the buildings. The map
and buildings were downloaded from OpenStreetMaps’s API using the OSMnx Python library
[113], which also allows the introduction of extra geo-fences if needed.
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Edge Tower e

Figure 6.18: Map of the Shanghai chosen for simulations. Area limits: 31.25684°N;
31.21332°S; 121.52716°E; 121.47574°W. Includes representation of edge towers and one ex-
ample global path.

The simulation, therefore, runs by making the UAV follow these waypoints while randomly
generated obstacles are placed on it’s way, which is an option already implemented in the
simulator. When a UAV forecasts a collision with such obstacles, it offloads a workload
to nearby edge cloudlets in an attempt to generate a contingency local plan to avoid the
obstacle without stopping or reducing the velocity. The work with the simulator is advanced,
but require more time for testing and evaluation.



CHAPTER 7

Conclusions and Future Work

Research in distributed systems deployed in dynamic networks has gathered much attention
recently. Even though distributed algorithms and cloud-based services have been extensively
studied, such time-varying topologies introduce new challenges, especially when considering
specific desired properties for the correct behaviour of distributed systems. The challenges
span from the physical communication medium, the physical environment where the nodes are
deployed, to the intrinsic constraints of devices commonly used in Cyber-Physical Systems.
Cyber-Physical Systems, as described in Section 2.2, are a class of devices that combine
computers (cyber) and physical actuators, to perform critical tasks. When several of them
are combined interactively, and they cooperate in solving a task, we name them as a swarm
of CPS. Such swarms, usually connected via MANETS, are crucial for some missions since
they increase their robustness even though they are deployed in dynamic networks. When
designed with high levels of redundancy, one failing node does not necessarily jeopardize the
whole mission. And, when built with appropriate design goals, they can be deployed in hard-
to-access, distant and dangerous places where human access would otherwise be unfeasible.
Often, these swarms run distributed algorithms that require balanced and controlled network
traffic to function with the designed performance. In Section 2.2.3, we discussed how the CAP
theorem relates to such applications in swarms of CPS, showing that it is crucial not only for
the correct application function, but also for the swarm control itself. Nodes’ mobility and
failure-prone network communication increase the probability of creating network partitions.
It also affects the availability and consistency of distributed applications deployed in such
topologies as described by the CAP theorem.

The impact of network traffic on swarm intelligence and distributed applications was shown
via experimentation in Section 2.2.7, which is why we focused on the challenges imposed by
communication constraints in this thesis. Furthermore, we showed, via experimentation in
Section 2.3.2, the impact that network density has on a MANET’s connectivity and its ability
to exchange information, confirming the existing theories’ claims. That was one of the main
reasons we kept the goal of using existing software as an initial effort for this doctoral project.
Furthermore, we leverage them to create appropriate methodology to simulate, to observe and
to instrument distributed applications running with good mobility models and communicating
via failure-prone wireless networks. Therefore, it was valuable to study the behaviour of flows
in the network running on various topologies, scenarios and applications. That induced a
major doctoral project’s goal: to establish complementary methodologies for instrumenting
and analysing qualitative data in CPS swarms via emulation and simulation. By developing
such methodologies, we showed experimentally that other characteristics, such as network
connectivity in Section 2.3.1, are measurable and that they undermine the nodes’ ability to
function as a swarm and the applications’ performance. This was why so much effort was
put into having proper emulation and simulation as methodology cornerstones. We exposed
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during the thesis the rationale behind the development of these tools and their limitations.

7.1 Contributions

The main contribution of this thesis was to create methodological tools that can support fu-
ture scientific projects. And, our emulator has already been used by laboratory colleagues to
support and publish their research. Furthermore, we demonstrated how these methodologies
can be used to develop protocols and algorithm that have a direct impact on our society. A
lightweight fluid model was introduced in Chapter 3, implemented, validated and tested. Us-
ing fluid models to simulate message passing as continuous flow instead of a discrete simulator,
provide a high level of scalability, which allows the simulation of hundreds of nodes with high
level of network traffic. We also provided additional models to it so that it could be used as a
fully functional simulator for CPS swarms, whose usage was demonstrated through different
data flow models, mobility models and topologies. Indeed, it constitutes a versatile tool since
different distributed services can be modelled on it. Additionally, due to its modularity, it is
straightforward to introduce new measurements and functionalities, as we showed by adding
realistic mobility control models to study swarm intelligence.

The MACE emulation framework, introduced in Chapter 4, aimed at testing and proto-
typing applications, with a focus on CPS swarms and mobile computing in general, was built
on top of existing state-of-the-art network emulators. We introduced new features needed for
fast distributed services prototyping, instrumentation and emulated deployment that were
not present in previous work. This tool was crucial for this doctoral project and was used in
most case studies, leaving its footprint on all chapters of this thesis. It was used to validate
proposed models, to develop UTM related prototypes, and even to enable such prototypes
to use off-the-shelf software such as etcd. FExperiments run on it were easily reproducible
with the aid of automated scripts. Even though it is impacted by the emulation side effects,
such as execution in wall-time and competition for the computer resources by the several
components, it was crucial to enable this thesis.

After building these two methodological tools, we shifted our goal to identify applications
used in civil aviation that could benefit from the former. Hence, the current effort lead by
governmental agencies to define and refine UTM systems was a good candidate because the
different architecture modules of proposed UTM systems are still under development. By
analysing the various proposed projects and architectures, we identified that for a safe and
resilient implementation, they required a data layer that different stakeholders could use. This
data exchange layer must offer a high degree of trust and consistency for the data so that
the information can be used as a trusted oracle by the different functioning blocks. Therefore
we designed, in Chapter 5, and prototyped a tracking and position reporting system that
could operate within very low-level airspace, even when deployed in densely populated areas.
The prototype, tested with the help of MACE, offered a distributed data store that can be
deployed in edge cloudlets throughout the cities. Having many low-range antennas reduce
interference, and the fast key-value replication system allows data to be available with low
latency (under 500ms for full replication) in the entire coverage area. Since the system foresees
an open API, it can be used by different applications. The low latency allows the system also
to be used for emerging UTM services, such as Distributed Detect and Avoid Systems, that
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can leverage strongly consistent data replication to provide distributed, reliable applications.

Considering the expected scale of the upcoming UTM systems and the expectation that
they will be fully autonomous using machine-to-machine communication, it was natural to
explore Distributed Detect And Avoid systems. In Chapter 6, we verified the possibility of
leveraging edge-assisted computation offloading so that constrained UASs could be able to run
complex algorithms and consequently be able to execute contingency manoeuvre in a timely
manner. It was possible to evaluate the feasibility of such a system with a proof of concept.
The optimisation algorithm yielded valid partition plans for a parallel task offloading with
runtimes lower than 50ms. Considering the turnaround time to offload and run the task and
the optimisation runtime, an aircraft would have enough time to manoeuvre without resorting
to emergency stops.

7.2 Future Work

With the fluid model developed in our project, future work will allow research on self-
stabilizing topology control mechanisms, optimized node positioning and replica placement
schemes for distributed systems. The work can also be expanded to model different replication
protocols. In the fluid model itself, there is the possibility of extending it to become sensitive
to long and short lived traffic flows, to simulate message droppings after a maximum number
of retries by modelling a probability function and to reproduce a gossip routing protocol. For
the mobility, considering the models implemented for motion control, more control laws can
be incorporated to increase robustness. Moreover, optimization techniques can be used to
automatically tune the controllers’ gains.

The currently implemented motion controls can already be used for the DDA A application,
and the proof-of-concept can be transferred to work together with our fluid model, creating
a DDAA simulator with realistic scenarios based on existing datasets. The algorithm for
calculating new flight paths based on potential fields can be made parallel since it is based
on the tessellation of the surroundings, which can be split into different sizes, which requires
only border synchronisation.

For future work on MACE, to overcome the scalability barrier, we can leverage the built-in
functions for distributed emulation available in both CORE and EMANE. Moreover, as future
research directions on the position tracking data layer, we plan to research resource allocation
strategies to reduce the number of replicas while keeping a highly available UTM service and
full area coverage, as well as an automatic replica placement and migration algorithm that
can cope with the UTM dynamicity.
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